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Chapter 1
General Overview

1.1 Health information technology

Health information technology (HIT) is information
technology applied to health and health care. It sup-
ports health information management across computer-
ized systems and the secure exchange of health informa-
tion between consumers, providers, payers, and quality
monitors. Based on an often-cited 2008 report on a
small series of studies conducted at four sites that pro-
vide ambulatory care—three U.S. medical centers and one
in the Netherlands— the use of Electronic Health Records
(EHRs) was viewed as the most promising tool for im-
proving the overall quality, safety and efficiency of the
health delivery system.”[1] A 2006 report by the Agency
for Healthcare Research and Quality broad and consistent
utilization of HIT will,"[2] :

e Improve health care quality or effectiveness:
e Increase health care productivity or efficiency;

e Prevent medical errors and increase health care ac-
curacy and procedural correctness;

e Reduce health care costs;

e Increase administrative efficiencies and healthcare
work processes;

e Decrease paperwork and unproductive or idle work
time;

e Extend real-time communications of health infor-
matics among health care professionals; and

e Expand access to affordable care.

Risk-based regulatory framework for health IT Septem-
ber 4, 2013 the Health IT Policy Committee (HITPC)
accepted and approved recommendations from the Food
and Drug Administration Safety and Innovation Act
(FDASIA) working group for a risk-based regulatory
framework for health information technology.*[3] The
Food and Drug Administration (FDA), the Office of the
National Coordinator for Health IT (ONC), and Fed-
eral Communications Commission (FCC) kicked off the
FDASIA workgroup of the HITPC to provide stake-
holder input into a report on a risk-based regulatory

framework that promotes safety and innovation and re-
duces regulatory duplication, consistent with section 618
of FDASIA. This provision permitted the Secretary of
Health and Human Services (HHS) to form a workgroup
in order to obtain broad stakeholder input from across the
health care, IT, patients and innovation spectrum. The
FDA, ONC, and FCC actively participated in these dis-
cussions with stakeholders from across the health care,
IT, patients and innovation spectrum.

HIMSS Good Informatics Practices-GIP is aligned with
FDA risk-based regulatory framework for health infor-
mation technology.[4] GIP development began in 2004
developing risk-based IT technical guidance.”[5] Today
the GIP peer-review and published modules are an excel-
lent tool for educating Health IT professionals‘[6]

Interoperable HIT will improve individual patient care,
but it will also bring many public health benefits includ-
ing:

e Early detection of infectious disease outbreaks
around the country;

e Improved tracking of chronic disease management;
and

e Evaluation of health care based on value enabled by
the collection of de-identified price and quality in-
formation that can be compared.

According to the article published by the Internal Journal
of Medical Informatics,Health information sharing be-
tween patients and providers helps to improve diagnosis,
promotes self care, and patients also know more infor-
mation about their health. The use of electronic medical
records (EMRs) is still scarce now but is increasing in
Canada, American and British primary care. Healthcare
information in EMRs are important sources for clinical,
research, and policy questions. Health information pri-
vacy (HIP) and security has been a big concern for pa-
tients and providers. Studies in Europe evaluating elec-
tronic health information poses a threat to electronic med-
ical records and exchange of personal information.”[7]
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1.1.1 Concepts and Definitions

Health information technology (HIT) is “the applica-
tion of information processing involving both computer
hardware and software that deals with the storage, re-
trieval, sharing, and use of health care information, data,
and knowledge for communication and decision making”
.“[8] Technology is a broad concept that deals with a
species' usage and knowledge of tools and crafts, and how
it affects a species' ability to control and adapt to its en-
vironment. However, a strict definition is elusive; ‘“tech-
nology” can refer to material objects of use to humanity,
such as machines, hardware or utensils, but can also en-
compass broader themes, including systems, methods of
organization, and techniques. For HIT, technology repre-
sents computers and communications attributes that can
be networked to build systems for moving health informa-
tion. Informatics is yet another integral aspect of HIT.

Informatics refers to the science of information, the prac-
tice of information processing, and the engineering of
information systems. Informatics underlies the academic
investigation and practitioner application of computing
and communications technology to healthcare, health ed-
ucation, and biomedical research. Health informatics
refers to the intersection of information science, com-
puter science, and health care. Health informatics de-
scribes the use and sharing of information within the
healthcare industry with contributions from computer
science, mathematics, and psychology. It deals with the
resources, devices, and methods required for optimizing
the acquisition, storage, retrieval, and use of information
in health and biomedicine. Health informatics tools in-
clude not only computers but also clinical guidelines, for-
mal medical terminologies, and information and commu-
nication systems. Medical informatics, nursing informat-
ics, public health informatics, pharmacy informatics, and
translational bioinformatics are subdisciplines that inform
health informatics from different disciplinary perspec-
tives."[9] The processes and people of concern or study
are the main variables.

1.1.2 Implementation of HIT

The Institute of Medicine’ s (2001) call for the use of
electronic prescribing systems in all healthcare organiza-
tions by 2010 heightened the urgency to accelerate United
States hospitals’ adoption of CPOE systems. In 2004,
President Bush signed an Executive Order titled the Pres-
ident’ s Health Information Technology Plan, which es-
tablished a ten-year plan to develop and implement elec-
tronic medical record systems across the US to improve
the efficiency and safety of care. According to a study
by RAND Health, the US healthcare system could save
more than $81 billion annually, reduce adverse health-
care events and improve the quality of care if it were to
widely adopt health information technology.”[10]

The American Recovery and Reinvestment Act, signed
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into law in 2009 under the Obama Administration, has
provided approximately $19 billion in incentives for hos-
pitals to shift from paper to electronic medical records.
Meaningful Use, as a part of the 2009 Health Infor-
mation Technology for Economic and Clinical Health
(HITECH) was the incentive that included over $20 bil-
lion for the implementation of HIT alone, and provided
further indication of the growing consensus regarding the
potential salutary effect of HIT. The American Recovery
and Reinvestment Act has set aside $2 billion which will
go towards programs developed by the National Coordi-
nator and Secretary to help healthcare providers imple-
ment HIT and provide technical assistance through vari-
ous regional centers. The other $17 billion in incentives
comes from Medicare and Medicaid funding for those
who adopt HIT before 2015. Healthcare providers who
implement electronic records can receive up to $44,000
over four years in Medicare funding and $63,750 over
six years in Medicaid funding. The sooner that health-
care providers adopt the system, the more funding they
receive. Those who do not adopt electronic health record
systems before 2015 do not receive any federal fund-
ing."[11]

While electronic health records have potentially many ad-
vantages in terms of providing efficient and safe care, re-
cent reports have brought to light some challenges with
implementing electronic health records. The most imme-
diate barriers for widespread adoption of this technology
have been the high initial cost of implementing the new
technology and the time required for doctors to train and
adapt to the new system. There have also been suspected
cases of fraudulent billing, where hospitals inflate their
billings to Medicare. Given that healthcare providers
have not reached the deadline (2015) for adopting elec-
tronic health records, it is unclear what effects this policy
will have long term.*[12]

One approach to reducing the costs and promoting wider
use is to develop open standards related to EHRs. In 2014
there was widespread interest in a new HL7 draft stan-
dard, Fast Healthcare Interoperability Resources (FHIR),
which is designed to be open, extensible, and easier to im-
plement, benefiting from modern web technologies.”[13]

1.1.3 Types of technology

In a 2008 study about the adoption of technology in
the United States, Furukawa, and colleagues classified
applications for prescribing to include electronic medi-
cal records (EMR), clinical decision support (CDS), and
computerized physician order entry (CPOE)."[14] They
further defined applications for dispensing to include bar-
coding at medication dispensing (BarD), robot for med-
ication dispensing (ROBOT), and automated dispensing
machines (ADM). And, they defined applications for ad-
ministration to include electronic medication administra-
tion records (EMAR) and bar-coding at medication ad-
ministration (BarA).
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Electronic Health Record (EHR)

EHR in
use
12%

Adoption

in
‘ progress

13%

No plans
41%

Planned
within 2
years
34%

US medical groups' adoption of EHR (2005)

Although frequently cited in the literature the Electronic
health record (EHR), previously known as the
Electronic medical record (EMR), there is no consensus
about the definition.”[15] However, there is consensus
that EMRs can reduce several types of errors, including
those related to prescription drugs, to preventive care,
and to tests and procedures.”[16] Recurring alerts
remind clinicians of intervals for preventive care and
track referrals and test results. Clinical guidelines
for disease management have a demonstrated benefit
when accessible within the electronic record during the
process of treating the patient.”[17] Advances in health
informatics and widespread adoption of interoperable
electronic health records promise access to a patient's
records at any health care site. A 2005 report noted that
medical practices in the United States are encountering
barriers to adopting an EHR system, such as training,
costs and complexity, but the adoption rate continues to
rise (see chart to right)."[18] Since 2002, the National
Health Service of the United Kingdom has placed
emphasis on introducing computers into healthcare. As
of 2005, one of the largest projects for a national EHR
is by the National Health Service (NHS) in the United
Kingdom. The goal of the NHS is to have 60,000,000
patients with a centralized electronic health record by
2010. The plan involves a gradual roll-out commencing
May 2006, providing general practices in England access
to the National Programme for IT (NPfIT), the NHS
component of which is known as the “Connecting for
Health Programme” ."[19] However, recent surveys
have shown physicians' deficiencies in understanding
the patient safety features of the NPfIT-approved
software. [20]

A main problem in HIT adoption is mainly seen by physi-
cians, an important stakeholder to the process of EHR.
The Thorn et al. article, elicited that emergency physi-
cians noticed that health information exchange disrupted
workflow and was less desirable to use, even though the

main goal of EHR is improving coordination of care.
The problem was seen that exchanges did not address the
needs of end users, e.g. simplicity, user-friendly inter-
face, and speed of systems.”[21] The same finding was
seen in an earlier article with the focus on CPOE and
physician resistance to its use, Bhattacherjee et al.”[22]

Clinical point of care technology

Computerized Provider (Physician) Order Entry
(CPOE) Prescribing errors are the largest identified
source of preventable errors in hospitals. A 2006 re-
port by the Institute of Medicine estimated that a hos-
pitalized patient is exposed to a medication error each
day of his or her stay."[23] Computerized provider or-
der entry (CPOE), formerly called Computer physician
order entry, can reduce total medication error rates by
80%, and adverse (serious with harm to patient) errors
by 55%."[24] A 2004 survey by found that 16% of US
clinics, hospitals and medical practices are expected to
be utilizing CPOE within 2 years.”[25] In addition to
electronic prescribing, a standardized bar code system
for dispensing drugs could prevent a quarter of drug er-
rors.”[23] Consumer information about the risks of the
drugs and improved drug packaging (clear labels, avoid-
ing similar drug names and dosage reminders) are other
error-proofing measures. Despite ample evidence of the
potential to reduce medication errors, competing sys-
tems of barcoding and electronic prescribing have slowed
adoption of this technology by doctors and hospitals in
the United States, due to concern with interoperability
and compliance with future national standards.”[26] Such
concerns are not inconsequential; standards for electronic
prescribing for Medicare Part D conflict with regulations
in many US states. [23] And, aside from regulatory con-
cerns, for the small-practice physician, utilizing CPOE
requires a major change in practice work flow and an
additional investment of time. Many physicians are not
full-time hospital staff; entering orders for their hospi-
talized patients means taking time away from scheduled
patients.”[27]

1.1.4 Technological Innovations, Opportu-
nities, and Challenges

Handwritten reports or notes, manual order entry, non-
standard abbreviations and poor legibility lead to sub-
stantial errors and injuries, according to the Institute of
Medicine (2000) report. The follow-up IOM (2004)
report, Crossing the quality chasm: A new health sys-
tem for the 21st century, advised rapid adoption of elec-
tronic patient records, electronic medication ordering,
with computer- and internet-based information systems
to support clinical decisions.”[28] However, many system
implementations have experienced costly failures.”[29]
Furthermore, there is evidence that CPOE may actually
contribute to some types of adverse events and other
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medical errors.”[30] For example, the period immedi-
ately following CPOE implementation resulted in signif-
icant increases in reported adverse drug events in at least
one study,*[?)l] and evidence of other errors have been
reported.*[24]*[32]* [33] Collectively, these reported ad-
verse events describe phenomena related to the disruption
of the complex adaptive system resulting from poorly im-
plemented or inadequately planned technological innova-
tion.

Technological Iatrogenesis

Technology may introduce new sources of er-
ror [34]7[35] Technologically induced errors are
significant and increasingly more evident in care delivery
systems. Terms to describe this new area of error pro-
duction include the label technological iatrogenesis”[36]
for the process and e-iatrogenic“[37] for the individual
error. The sources for these errors include:

e Prescriber and staff inexperience may lead to a false
sense of security; that when technology suggests a
course of action, errors are avoided.

e Shortcut or default selections can override non-
standard medication regimens for elderly or under-
weight patients, resulting in toxic doses.

e CPOE and automated drug dispensing was identified
as a cause of error by 84% of over 500 health care
facilities participating in a surveillance system by the
United States Pharmacopoeia.’k [38]

e Irrelevant or frequent warnings can interrupt work
flow.

Healthcare information technology can also result in ia-
trogenesis if design and engineering are substandard, as
illustrated in a 14-part detailed analysis done at the Uni-
versity of Sydney."[39]

1.1.5 Revenue Cycle HIT

The HIMSS Revenue Cycle Improvement Task Force
was formed to prepare for the IT changes in the U.S.
(e.g. the American Recovery and Reinvestment Act of
2009 (HITECH), Affordable Care Act, 5010 (electronic
exchanges), ICD-10). An important change to the rev-
enue cycle is the international classification of diseases
(ICD) codes from 9 to 10. ICD-9 codes are set up to
use three to five alphanumeric codes that represent 4,000
different types of procedures, while ICD-10 uses three
to seven alphanumeric codes increasing procedural codes
to 70,000. ICD-9 was outdated because there were more
codes than procedures available, and to document for pro-
cedures without an ICD-9 code, a paper-work process
of modifiers and supplemental documentation was used.
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Hence, ICD-10 was introduced to simplify the proce-
dures with unknown codes and unify the standards closer
to world standards (ICD-11). One of the main parts of
Revenue Cycle HIT is charge capture, it utilizes codes to
capture costs for reimbursements from different payers,
such as CMS."[40]

1.1.6 International Comparisons through
HIT

International health system performance comparisons are
important for understanding health system complexi-
ties and finding better opportunities, which can be done
through health information technology. It gives policy
makers the chance to compare and contrast the systems
through established indicators from health information
technology, as inaccurate comparisons can lead to ad-
verse policies. [41]

1.1.7 See also

e Bioinformatics

e Clinical documentation improvement

e Consumer health informatics

e Dental informatics

e cHealth

e Electronic health record (EHR)

e eMix

e European Institute for Health Records (EuroRec)
e Health informatics

e Health information management

e Hospital information system

e Imaging informatics

e List of open source healthcare software

e Medical imaging

e Medical record

e mHealth

e Patient safety

e Personal health record

e Picture archiving and communication system
e Public health informatics

e Radiology Information System
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Health informatics (also called health care infor-
matics, healthcare informatics, medical informatics,
nursing informatics, clinical informatics, or biomed-
ical informatics) is informatics in health care. It is a
multidisciplinary field that uses health information tech-
nology (HIT) to improve health care via any combina-
tion of higher quality, higher efficiency (spurring lower
cost and thus greater availability), and new opportuni-
ties. The disciplines involved include information sci-
ence, computer science, social science, behavioral sci-
ence, management science, and others. The NLM de-
fines health informatics as “the interdisciplinary study
of the design, development, adoption and application
of IT-based innovations in healthcare services delivery,
management and planning.” “[1] It deals with the re-
sources, devices, and methods required to optimize the
acquisition, storage, retrieval, and use of information in
health and biomedicine. Health informatics tools in-
clude amongst others computers, clinical guidelines, for-
mal medical terminologies, and information and com-
munication systems.”[2]“[3] It is applied to the areas of
nursing, clinical care, dentistry, pharmacy, public health,
occupational therapy, physical therapy and (bio)medical
research, and alternative medicine.”[4] All of which are
designed to improve the overall of effectiveness of pa-
tient care delivery by ensuring that the data generated is
of a high quality e.g. an mHealth based early warning
scorecard.”[3]

e The international standards on the subject are
covered by ICS 35.240.80°[6] in which ISO
27799:2008 is one of the core components.”[7]

e Molecular bioinformatics and clinical informatics
have converged into the field of translational bioin-
formatics.

1.2.1 Sub Specialities

e Healthcare Informatics

e Clinical Informatics

e Pathology Informatics

e Pharmacy Informat-

ics"[81°[91° (101" [11]"[12]"[13]
o Public Health Informatics
e Community Health Informatics
e Home Health Informatics
e Nursing Informatics

e Medical Informatics
e Consumer Health Informatics
e Clinical Bioinformatics

e Informatics for Education & Research in Health &
Medicine

1.2.2 Healthcare Informatics
Clinical Informatics

Clinical Informatics is concerned with the use of infor-
mation in health care by and for clinicians.”[14]"[15]

Clinical informaticians transform health care by analyz-
ing, designing, implementing, and evaluating information
and communication systems that enhance individual and
population health outcomes, improve [patient] care, and
strengthen the clinician-patient relationship. Clinical in-
formaticians use their knowledge of patient care com-
bined with their understanding of informatics concepts,
methods, and health informatics tools to:

e assess information and knowledge needs of health
care professionals and patients,

e characterize, evaluate, and refine clinical processes,

e develop, implement, and refine clinical decision sup-
port systems, and

e lead or participate in the procurement, customiza-
tion, development, implementation, management,
evaluation, and continuous improvement of clinical
information systems.

Clinicians collaborate with other health care and informa-
tion technology professionals to develop health informat-
ics tools which promote patient care that is safe, efficient,
effective, timely, patient-centered, and equitable.

In October 2011 American Board of Medical Specialties
(ABMS), the organization overseeing the certification of
physician specialists (MD Physicians only) in the United
States, announced the creation of physician (MD physi-
cians only) certification in Clinical Informatics. The first
examination for board certification in the subspecialty
of Clinical Informatics was offered in October 2013 by
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American Board of Preventive Medicine with 432 pass-
ing to become the 2014 inaugural class of Diplomates
(ABPM) in Clinical Informatics.”[16]

Fellowship programs exist for physicians who wish to be-
come board-certified in Clinical Informatics. Physicians
must have graduated from a medical school in the United
States or Canada, or a school located elsewhere that is ap-
proved by the ABPM. In addition, they must complete a
primary residency program such as Internal Medicine (or
any of the 24 subspecialties recognized by the ABMS)
and be eligible to become licensed to practice medicine in
the state where their fellowship program is located.”[17]
The fellowship program is 24 months in length, with fel-
lows dividing their time between Informatics rotations,
didactics, research, and clinical work in their primary
specialty.

Integrated data repository

example IDR schema

Development of the field of clinical informatics lead to
creation of large data sets with electronic health record
data integrated with other data (such as genomic data).
Large data warehouses are often described as clinical data
warehouses (also known as clinical data repositories). In
research, deidentified CDWs can be used by researchers
with less complex ethical oversight. CDWs with data of
deceased patients were also suggested as a research re-
source that does not require IRB approval.”[18]"[19]

1.2.3 Human Bioinformatics
Translational bioinformatics

With the completion of the human genome and the re-
cent advent of high throughput sequencing and genome-
wide association studies of single nucleotide polymor-
phisms, the fields of molecular bioinformatics, biostatis-
tics, statistical genetics and clinical informatics are con-
verging into the emerging field of translational bioinfor-
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matics.”[20]"[211°[22]

The relationship between bioinformatics and health in-
formatics, while conceptually related under the umbrella
of biomedical informatics,[23] has not always been very
clear. The TBI community is specifically motivated with
the development of approaches to identify linkages be-
tween fundamental biological and clinical information.
Along with complementary areas of emphasis, such as
those focused on developing systems and approaches
within clinical research contexts,"[24] insights from TBI
may enable a new paradigm for the study and treatment
of disease.

1.2.4 Computational Health Informatics
Computational Health Informatics

Computational health informatics is a branch of
Computer Science that deals specifically with com-
putational techniques that are relevant in healthcare.
Computational health informatics is also a branch of
Health Informatics, but is orthogonal to much of the
work going on in health informatics because computer
scientist's interest is mainly in understanding fundamen-
tal properties of computation. Health informatics, on the
other hand, is primarily concerned with understanding
fundamental properties of medicine that allow for the
intervention of computers. The health domain provides
an extremely wide variety of problems that can be tackled
using computational techniques, and computer scientists
are attempting to make a difference in medicine by
studying the underlying principles of computer science
that will allow for meaningful (to medicine) algorithms
and systems to be developed. Thus, computer scientists
working in computational health informatics and health
scientists working in medical health informatics combine
to develop the next generation of healthcare technologies.

Using computers to analyze health data has been around
since the 1950s, but it wasn't until the 1990s that the first
sturdy models appeared. The development of the inter-
net has helped develop computational health informatics
over the past decade. Computer models are used to ex-
amine various topics such as how exercise affects obesity,
healthcare costs, and many more.*[25]

Examples of projects in computational health informatics
include the COACH project.* [26]7[27]

1.2.5 Informatics for Education & Re-
search in Health & Medicine

Clinical Research Informatics

Clinical Research Informatics (or, CRI) takes the core
foundations, principles, and technologies related to
Health Informatics, and applies these to clinical research
contexts.“[28] As such, CRI is a sub-discipline of Health
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Informatics, and interest and activities in CRI have in-
creased greatly in recent years given the overwhelming
problems associated with the explosive growth of clinical
research data and information.”[29] There are a number
of activities within clinical research that CRI supports,
including:

e more efficient and effective data collection and ac-
quisition

e improved recruitment into clinical trials

e optimal protocol design and efficient management
e patient recruitment and management

e adverse event reporting

e regulatory compliance

e data storage, transfer, [30] processing and analysis

e repositories of data from completed clinical trials
(for secondary analyses)

1.2.6 Medical informatics in the United
States

Even though the idea of using computers in medicine
emerged as technology advanced in the early 20th cen-
tury, it was not until the 1950s that informatics began to
have an effect in the United States.[31]

The earliest use of electronic digital computers for
medicine was for dental projects in the 1950s at the
United States National Bureau of Standards by Robert
Ledley.”[32] During the mid-1950s, the United States
Air Force (USAF) carried out several medical projects
on its computers while also encouraging civilian agen-
cies such as the National Academy of Sciences - Na-
tional Research Council (NAS-NRC) and the National
Institutes of Health (NIH) to sponsor such work."[33] In
1959, Ledley and Lee B. Lusted published “Reasoning
Foundations of Medical Diagnosis,” a widely read article
in Science, which introduced computing (especially op-
erations research) techniques to medical workers. Led-
ley and Lusted’ s article has remained influential for
decades, especially within the field of medical decision
making.”[34]

Guided by Ledley's late 1950s survey of computer use in
biology and medicine (carried out for the NAS-NRC),
and by his and Lusted's articles, the NIH undertook
the first major effort to introduce computers to biology
and medicine. This effort, carried out initially by the
NIH's Advisory Committee on Computers in Research
(ACCR), chaired by Lusted, spent over $40 million be-
tween 1960 and 1964 in order to establish dozens of large
and small biomedical research centers in the US."[33]

One early (1960, non-ACCR) use of computers was to
help quantify normal human movement, as a precursor to

scientifically measuring deviations from normal, and de-
sign of prostheses.”[35] The use of computers (IBM 650,
1620, and 7040) allowed analysis of a large sample size,
and of more measurements and subgroups than had been
previously practical with mechanical calculators, thus al-
lowing an objective understanding of how human loco-
motion varies by age and body characteristics. A study
co-author was Dean of the Marquette University College
of Engineering; this work led to discrete Biomedical En-
gineering departments there and elsewhere.

The next steps, in the mid-1960s, were the develop-
ment (sponsored largely by the NIH) of expert systems
such as MYCIN and Internist-I. In 1965, the National
Library of Medicine started to use MEDLINE and
MEDLARS. Around this time, Neil Pappalardo, Curtis
Marble, and Robert Greenes developed MUMPS (Mas-
sachusetts General Hospital Utility Multi-Programming
System) in Octo Barnett's Laboratory of Computer Sci-
ence “[36] at Massachusetts General Hospital in Boston,
another center of biomedical computing that received sig-
nificant support from the NIH."[37] In the 1970s and
1980s it was the most commonly used programming lan-
guage for clinical applications. The MUMPS operating
system was used to support MUMPS language specifica-
tions. As of 2004, a descendent of this system is being
used in the United States Veterans Affairs hospital sys-
tem. The VA has the largest enterprise-wide health infor-
mation system that includes an electronic medical record,
known as the Veterans Health Information Systems and
Technology Architecture (VistA). A graphical user inter-
face known as the Computerized Patient Record System
(CPRS) allows health care providers to review and update
a patient” s electronic medical record at any of the VA's
over 1,000 health care facilities.

During the 1960s, Morris Collen, a physician working
for Kaiser Permanente's Division of Research, developed
computerized systems to automate many aspects of mul-
tiphasic health checkups. These system became the basis
the larger medical databases Kaiser Permanente devel-
oped during the 1970s and 1980s.”[38] The American
College of Medical Informatics (ACMI) has since 1993
annually bestowed the Morris F. Collen, MD Medal for
Outstanding Contributions to the Field of Medical Infor-
matics. [39]

In the 1970s a growing number of commercial vendors
began to market practice management and electronic
medical records systems. Although many products ex-
ist, only a small number of health practitioners use fully
featured electronic health care records systems.

Homer R. Warner, one of the fathers of medical in-
formatics,”[40] founded the Department of Medical In-
formatics at the University of Utah in 1968. The
American Medical Informatics Association (AMIA) has
an award named after him on application of informatics
to medicine.
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Informatics Certifications

Like other IT training specialties, there are Informatics
certifications available to help informatics professionals
stand out and be recognized. The American Nurses Cre-
dentialing Center (ANCC) offers a board certification
in Nursing Informatics. For Radiology Informatics, the
CIIP (Certified Imaging Informatics Professional) certi-
fication was created by ABII (The American Board of
Imaging Informatics) which was founded by SIIM (the
Society for Imaging Informatics in Medicine) and ARRT
(the American Registry of Radiologic Technologists) in
2005. The CIIP certification requires documented expe-
rience working in Imaging Informatics, formal testing and
is a limited time credential requiring renewal every five
years. The exam tests for a combination of IT technical
knowledge, clinical understanding, and project manage-
ment experience thought to represent the typical work-
load of a PACS administrator or other radiology IT clini-
cal support role. Certifications from PARCA (PACS Ad-
ministrators Registry and Certifications Association) are
also recognized. The five PARCA certifications are tiered
from entry level to architect level.

1.2.7 Medical informatics in the UK

The broad history of health informatics has been captured
in the book UK Health Computing : Recollections and re-
flections, Hayes G, Barnett D (Eds.), BCS (May 2008) by
those active in the field, predominantly members of BCS
Health and its constituent groups. The book describes
the path taken as ‘early development of health infor-
matics was unorganized and idiosyncratic” . In the early
—1950s it was prompted by those involved in NHS fi-
nance and only in the early 1960s did solutions including
those in pathology (1960), radiotherapy (1962), immu-
nization (1963), and primary care (1968) emerge. Many
of these solutions, even in the early 1970s were devel-
oped in-house by pioneers in the field to meet their own
requirements. In part this was due to some areas of health
services (for example the immunization and vaccination
of children) still being provided by Local Authorities. In-
teresting, this is a situation which the coalition govern-
ment propose broadly to return to in the 2010 strategy
Equity and Excellence: Liberating the NHS (July 2010);
stating:

“We will put patients at the heart of the NHS, through
an information revolution and greater choice and control’
with shared decision-making becoming the norm: no
decision about me without me " and patients having access
to the information they want, to make choices about their
care. They will have increased control over their own care
records.”

These types of statements present a significant opportu-
nity for health informaticians to come out of the back-
office and take up a front-line role supporting clinical
practice, and the business of care delivery. The UK
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health informatics community has long played a key role
in international activity, joining TC4 of the International
Federation of Information Processing (1969) which be-
came IMIA (1979). Under the aegis of BCS Health,
Cambridge was the host for the first EFMI Medical In-
formatics Europe (1974) conference and London was
the location for IMIA” s tenth global congress (MED-
INFO2001).

1.2.8 Current state of health informatics
and policy initiatives

Argentina

Since 1997, the Buenos Aires Biomedical Informatics
Group, a nonprofit group, represents the interests of
a broad range of clinical and non-clinical professionals
working within the Health Informatics sphere. Its pur-
poses are:

e Promote the implementation of the computer tool
in the healthcare activity, scientific research, health
administration and in all areas related to health sci-
ences and biomedical research.

e Support, promote and disseminate content related
activities with the management of health informa-
tion and tools they used to do under the name of
Biomedical informatics.

e Promote cooperation and exchange of actions gen-
erated in the field of biomedical informatics, both
in the public and private, national and international
level.

e Interact with all scientists, recognized academic
stimulating the creation of new instances that have
the same goal and be inspired by the same purpose.

e To promote, organize, sponsor and participate in
events and activities for training in computer and in-
formation and disseminating developments in this
area that might be useful for team members and
health related activities.

The Argentinian health system is heterogeneous in its
function, and because of that the informatics develop-
ments show a heterogeneous stage. Many private Health
Care center have developed systems, such as the Hospi-
tal Aleman of Buenos Aires, or the Hospital Italiano de
Buenos Aires that also has a residence program for health
informatics.

Brazil

Main article: Brazilian Society of Health Informatics
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The first applications of computers to medicine and
healthcare in Brazil started around 1968, with the instal-
lation of the first mainframes in public university hospi-
tals, and the use of programmable calculators in scien-
tific research applications. Minicomputers, such as the
IBM 1130 were installed in several universities, and the
first applications were developed for them, such as the
hospital census in the School of Medicine of Ribeirdo
Preto and patient master files, in the Hospital das Clinicas
da Universidade de Sao Paulo, respectively at the cities of
Ribeirdo Preto and Sao Paulo campuses of the University
of Sdo Paulo. In the 1970s, several Digital Corpora-
tion and Hewlett Packard minicomputers were acquired
for public and Armed Forces hospitals, and more inten-
sively used for intensive-care unit, cardiology diagnos-
tics, patient monitoring and other applications. In the
early 1980s, with the arrival of cheaper microcomputers,
a great upsurge of computer applications in health ensued,
and in 1986 the Brazilian Society of Health Informatics
was founded, the first Brazilian Congress of Health Infor-
matics was held, and the first Brazilian Journal of Health
Informatics was published. In Brazil, two universities are
pioneers in teaching and research in Medical Informatics,
both the University of Sao Paulo and the Federal Univer-
sity of Sao Paulo offer undergraduate programs highly
qualified in the area as well as extensive graduate pro-
grams (MSc and PhD). In 2015 the Universidade Federal
de Ciéncias da Saidde de Porto Alegre, Rio Grande do
Sul, also started to offer undergraduate program.

Canada

Health Informatics projects in Canada are implemented
provincially, with different provinces creating different
systems. A national, federally funded, not-for-profit or-
ganization called Canada Health Infoway was created in
2001 to foster the development and adoption of electronic
health records across Canada. As of December 31, 2008
there were 276 EHR projects under way in Canadian hos-
pitals, other health-care facilities, pharmacies and labo-
ratories, with an investment value of $1.5-billion from
Canada Health Infoway."[41]

Provincial and territorial programmes include the follow-
ing:

o eHealth Ontario was created as an Ontario provin-
cial government agency in September 2008. It has
been plagued by delays and its CEO was fired over a
multimillion-dollar contracts scandal in 2009.[42]

o Alberta Netcare was created in 2003 by the Gov-
ernment of Alberta. Today the netCARE portal is
used daily by thousands of clinicians. It provides
access to demographic data, prescribed/dispensed
drugs, known allergies/intolerances, immunizations,
laboratory test results, diagnostic imaging reports,
the diabetes registry and other medical reports. net-
CARE interface capabilities are being included in
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electronic medical record products which are being
funded by the provincial government.

United States

In 2004, President George W. Bush signed Executive
Order 13335, creating the Office of the National Coor-
dinator for Health Information Technology (ONCHIT)
as a division of the U.S. Department of Health and
Human Services (HHS). The mission of this office is
widespread adoption of interoperable electronic health
records (EHRs) in the US within 10 years. See quality
improvement organizations for more information on fed-
eral initiatives in this area.

In 2014 The Department of Education approved an ad-
vanced Health Informatics Undergraduate program that
was submitted by The University of South Alabama. The
program is designed to provide specific Health Informat-
ics education, and is the only program in the country with
a Health Informatics Lab. The program is housed in The
School of Computing in Shelby Hall, a recently com-
pleted $50 million state of the art teaching facility. The
University of South Alabama awarded David L. Loeser
on May 10, 2014 with the first Health Informatics de-
gree. The program currently is scheduled to have 100+
students awarded by 2016.

The Certification Commission for Healthcare Informa-
tion Technology (CCHIT), a private nonprofit group,
was funded in 2005 by the U.S. Department of Health
and Human Services to develop a set of standards for
electronic health records (EHR) and supporting networks,
and certify vendors who meet them. In July 2006, CCHIT
released its first list of 22 certified ambulatory EHR prod-
ucts, in two different announcements.”[43]

Harvard Medical School added a department of biomed-
ical informatics in 2015."[44]

Europe

For more details on this topic, see European Federation
for Medical Informatics.

The European Union's Member States are committed
to sharing their best practices and experiences to create
a European eHealth Area, thereby improving access to
and quality health care at the same time as stimulating
growth in a promising new industrial sector. The Euro-
pean eHealth Action Plan plays a fundamental role in the
European Union's strategy. Work on this initiative in-
volves a collaborative approach among several parts of
the Commission services.”[45]"[46] The European In-
stitute for Health Records is involved in the promotion
of high quality electronic health record systems in the
European Union. [47]
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UK There are different models of health informatics
delivery in each of the home countries (England, Scot-
land, Northern Ireland and Wales) but some bodies like
UKCHIP (see below ) operate for those 'in and for' all
the home countries and beyond.

England NHS informatics in England was contracted
out to several vendors for national health informatics so-
lutions under the National Programme for Information
Technology (NPfIT) label in the early to mid-2000's, un-
der the auspices of NHS Connecting for Health (part of
the Health and Social Care Information Centre as of 1
April 2013). NPSIT originally divided the country into
five regions, with strategic 'systems integration' contracts
awarded to one of several Local Service Providers (LSP).
The various specific technical solutions were required to
connect securely with the NHS 'Spine’, a system designed
to broker data between different systems and care set-
tings.[16] NPfIT fell significantly behind schedule and
its scope and design were being revised in real time, ex-
acerbated by media and political lambasting of the Pro-
gramme's spend (past and projected) against proposed
budget. In 2010 a consultation was launched as part of
the new Conservative/Liberal Democrat Coalition Gov-
ernment's White Paper 'Liberating the NHS'. This initia-
tive provided little in the way of innovative thinking, pri-
marily re-stating existing strategies within the proposed
new context of the Coalition's vision for the NHS. The de-
gree of computerisation in NHS secondary care was quite
high before NPfIT, and the programme stagnated further
development of the install base - the original NPfIT re-
gional approach provided neither a single, nationwide so-
lution nor local health community agility or autonomy to
purchase systems, but instead tried to deal with a hin-
terland in the middle. Almost all general practices in
England and Wales are computerised under the 'GP Sys-
tems of Choice' (GPSoC) programme, and patients have
relatively extensive computerised primary care clinical
records. System choice is the responsibility of individ-
ual general practices and while there is no single, stan-
dardised GP system, GPSoC sets relatively rigid mini-
mum standards of performance and functionality for ven-
dors to adhere to. Interoperation between primary and
secondary care systems is rather primitive. It is hoped
that a focus on interworking (for interfacing and integra-
tion) standards will stimulate synergy between primary
and secondary care in sharing necessary information to
support the care of individuals. Notable successes to date
are in the electronic requesting and viewing of test results,
and in some areas GPs have access to digital X-ray im-
ages from secondary care systems. Scotland has an ap-
proach to central connection under way which is more
advanced than the English one in some ways. Scotland
has the GPASS system whose source code is owned by
the State, and controlled and developed by NHS Scotland.
GPASS was accepted in 1984. It has been provided free
to all GPs in Scotland but has developed poorly. Discus-
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sion of open sourcing it as a remedy is occurring.

Wales Wales has a dedicated Health Informatics func-
tion that supports NHS Wales in leading on the new inte-
grated digital information services and promoting Health
Informatics as a career.

Emerging Directions (European R&D) The Euro-
pean Commission's preference, as exemplified in the
5th Framework [48] as well as currently pursued pilot
projects,”[49] is for Free/Libre and Open Source Soft-
ware (FLOSS) for healthcare. Another stream of re-
search currently focuses on aspects of “big data” in
health information systems. For background informa-
tion on data-related aspects in health informatics see, e.g.,
the book “Biomedical Informatics” “[50] by Andreas
Holzinger.

Asia and Oceania

In Asia and Australia-New Zealand, the regional group
called the Asia Pacific Association for Medical Informat-
ics (APAMI)*[51] was established in 1994 and now con-
sists of more than 15 member regions in the Asia Pacific
Region.

Australia The Australasian College of Health Infor-
matics (ACHI) is the professional association for health
informatics in the Asia-Pacific region. It represents the
interests of a broad range of clinical and non-clinical pro-
fessionals working within the health informatics sphere
through a commitment to quality, standards and ethical
practice.*[SZ] ACHI is an academic institutional mem-
ber of the International Medical Informatics Associa-
tion (IMIA)“[53] and a full member of the Australian
Council of Professions.”[54] ACHI is a sponsor of the
“e-Journal for Health Informatics” ,"[55] an indexed
and peer-reviewed professional journal. ACHI has also
supported the "Australian Health Informatics Education
Council" (AHIEC) since its founding in 2009."[56]

Although there are a number of health informatics or-
ganisations in Australia, the Health Informatics Society
of Australia®[57] (HISA) is regarded as the major um-
brella group and is a member of the International Medical
Informatics Association (IMIA). Nursing informaticians
were the driving force behind the formation of HISA,
which is now a company limited by guarantee of the
members. The membership comes from across the infor-
matics spectrum that is from students to corporate affili-
ates. HISA has a number of branches (Queensland, New
South Wales, Victoria and Western Australia) as well as
special interest groups such as nursing (NIA), pathology,
aged and community care, industry and medical imaging
(Conrick, 2006).
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China At last 20 years, China performed a successful
transition from its planned economy to a socialist mar-
ket economy. Along this great and earth-shaking change,
China’ s healthcare system also experienced a significant
reform to follow and adapt to this historical revolution.
In 2003, the data (released from Ministry of Health of
the People's Republic of China (MoH)), indicated that
the national healthcare-involved expenditure was up to
RMB 662.33 billion totally, which accounted for about
5.56% of nationwide gross domestic products. Before the
1980s, the entire healthcare costs were covered in central
government annual budget. Since that, the construct of
healthcare-expended supporters started to change gradu-
ally. Most of the expenditure was contributed by health
insurance schemes and private spending, which corre-
sponded to 40% and 45% of total expenditure, respec-
tively. Meanwhile, the financially governmental contri-
bution was decreased to 10% only. On the other hand, by
2004, up to 296,492 healthcare facilities were recorded in
statistic summary of MoH, and an average of 2.4 clinical
beds per 1000 people were mentioned as well.”[58]

sorth China
North China
North West
South West
Central China

North East

East China

Proportion of Nationwide Hospitals with HIS in China by 2004

Health Informatics in China Along with the develop-
ment of information technology since the 1990s, health-
care providers realised that the information could gener-
ate significant benefits to improve their services by com-
puterised cases and data, for instance of gaining the in-
formation for directing patient care and assessing the
best patient care for specific clinical conditions. There-
fore, substantial resources were collected to build China's
own health informatics system. Most of these resources
were arranged to construct Hospital Information System
(HIS), which was aimed to minimise unnecessary waste
and repetition, subsequently to promote the efficiency
and quality-control of healthcare.”[59] By 2004, China
had successfully spread HIS through approximately 35-
40% of nationwide hospitals.”[60] However, the disper-
sion of hospital-owned HIS varies critically. In the east
part of China, over 80% of hospitals constructed HIS, in
northwest of China the equivalent was no more than 20%.
Moreover, all of the Centers for Disease Control and Pre-
vention (CDC) above rural level, approximately 80% of
healthcare organisations above the rural level and 27%
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of hospitals over town level have the ability to perform
the transmission of reports about real-time epidemic sit-
uation through public health information system and to
analysis infectious diseases by dynamic statistics.”[61]

China has four tiers in its healthcare system. The first
tier is street health and workplace clinics and these are
cheaper than hospitals in terms of medical billing and act
as prevention centers. The second tier is district and en-
terprise hospitals along with specialist clinics and these
provide the second level of care. The third tier is provi-
sional and municipal general hospitals and teaching hos-
pitals which provided the third level of care. In a tier of
its own is the national hospitals which are governed by the
Ministry of Health. China has been greatly improving its
health informatics since it finally opened its doors to the
outside world and joined the World Trade Organization
(WTO). In 2001, it was reported that China had 324,380
medical institutions and the majority of those were clin-
ics. The reason for that is that clinics are prevention cen-
ters and Chinese people like using traditional Chinese
medicine as opposed to Western medicine and it usually
works for the minor cases. China has also been improv-
ing its higher education in regards to health informatics.
At the end of 2002, there were 77 medical universities
and medical colleges. There were 48 university medi-
cal colleges which offered bachelor, master, and doctor-
ate degrees in medicine. There were 21 higher medical
specialty institutions that offered diploma degrees so in
total, there were 147 higher medical and educational in-
stitutions. Since joining the WTO, China has been work-
ing hard to improve its education system and bring it up
to international standards.”[62] SARS played a large role
in China quickly improving its healthcare system. Back
in 2003, there was an outbreak of SARS and that made
China hurry to spread HIS or Hospital Information Sys-
tem and more than 80% of hospitals had HIS. China had
been comparing itself to Korea™ s healthcare system and
figuring out how it can better its own system. There was
a study done that surveyed six hospitals in China that had
HIS. The results were that doctors didn’ t use comput-
ers as much so it was concluded that it wasn’ t used as
much for clinical practice than it was for administrative
purposes. The survey asked if the hospitals created any
websites and it was concluded that only four of them had
created websites and that three had a third-party com-
pany create it for them and one was created by the hos-
pital staff. In conclusion, all of them agreed or strongly
agreed that providing health information on the Internet
should be utilized. [63]

Health Informatics Standards in China Collected
information at different times, by different participants
or systems could frequently lead to issues of misunder-
standing, dis-comparing or dis-exchanging. To design
an issues-minor system, healthcare providers realised that
certain standards were the basis for sharing information
and interoperability, however a system lacking standards
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would be a large impediment to interfere the improve-
ment of corresponding information systems. Given that
the standardisation for health informatics depends on the
authorities, standardisation events must be involved with
government and the subsequently relevant funding and
supports were critical. In 2003, the Ministry of Health
released the Development Lay-out of National Health In-
formatics (2003-2010)[64] indicating the identification
of standardisation for health informatics which is ‘com-
bining adoption of international standards and develop-
ment of national standards’ .

In China, the establishment of standardisation was ini-
tially facilitated with the development of vocabulary,
classification and coding, which is conducive to reserve
and transmit information for premium management at na-
tional level. By 2006, 55 international/ domestic stan-
dards of vocabulary, classification and coding have served
in hospital information system. In 2003, the 10th revision
of the International Statistical Classification of Diseases
and Related Health Problems (ICD-10) and the ICD-
10 Clinical Modification (ICD-10-CM) were adopted as
standards for diagnostic classification and acute care pro-
cedure classification. Simultaneously, the International
Classification of Primary Care (ICPC) were translated
and tested in China ~ s local applied environment.”[65]
Another coding standard, named Logical Observation
Identifiers Names and Codes (LOINC), was applied to
serve as general identifiers for clinical observation in hos-
pitals. Personal identifier codes were widely employed in
different information systems, involving name, sex, na-
tionality, family relationship, educational level and job
occupation. However, these codes within different sys-
tems are inconsistent, when sharing between different re-
gions. Considering this large quantity of vocabulary, clas-
sification and coding standards between different juris-
dictions, the healthcare provider realised that using mul-
tiple systems could generate issues of resource wasting
and a non-conflicting national level standard was benefi-
cial and necessary. Therefore, in late 2003, the health
informatics group in Ministry of Health released three
projects to deal with issues of lacking national health in-
formation standards, which were the Chinese National
Health Information Framework and Standardisation, the
Basic Data Set Standards of Hospital Information System
and the Basic Data Set Standards of Public Health Infor-
mation System.

"[58]

Comparison between China's EHR Standard and
Segments of the ASTM E 1384 Standard Recently,
researchers from local universities evaluated the perfor-
mance of China’ s Electronic Health Record(EHR) Stan-
dard compared with the American Society for Testing
and Materials Standard Practice for Content and Struc-
ture of Electronic Health Records in the United States
(ASTM E 1384 Standard)."[66]
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The table above demonstrates details of this comparison
which indicates certain domains of improvement for fu-
ture revisions of EHR Standard in China. Detailedly,
these deficiencies are listed in the following.

1. The lack of supporting on privacy and security. The
ISO/TS 18308 specifies “The EHR must support
the ethical and legal use of personal information, in
accordance with established privacy principles and
frameworks, which may be culturally or jurisdic-
tionally specific” (ISO 18308: Health Informatics-
Requirements for an Electronic Health Record Ar-
chitecture, 2004). However this China’ s EHR Stan-
dard did not achieve any of the fifteen requirements
in the subclass of privacy and security.

2. The shortage of supporting on different types of
data and reference. Considering only ICD-9 is ref-
erenced as China’ s external international coding
systems, other similar systems, such as SNOMED
CT in clinical terminology presentation, cannot be
considered as familiar for Chinese specialists, which
could lead to internationally information-sharing de-
ficiency.

3. The lack of more generic and extensible lower level
data structures. China’ s large and complex EHR
Standard was constructed for all medical domains.
However, the specific and time-frequent attributes
of clinical data elements, value sets and templates
identified that this once-for-all purpose cannot lead
to practical consequence.”[67]

Hong Kong In Hong Kong a computerized patient
record system called the Clinical Management System
(CMS) has been developed by the Hospital Authority
since 1994. This system has been deployed at all the
sites of the Authority (40 hospitals and 120 clinics), and
is used by all 30,000 clinical staff on a daily basis, with
a daily transaction of up to 2 millions. The comprehen-
sive records of 7 million patients are available on-line in
the Electronic Patient Record (ePR), with data integrated
from all sites. Since 2004 radiology image viewing has
been added to the ePR, with radiography images from
any HA site being available as part of the ePR.

The Hong Kong Hospital Authority placed particular at-
tention to the governance of clinical systems develop-
ment, with input from hundreds of clinicians being in-
corporated through a structured process. The Health In-
formatics Section in Hong Kong Hospital Authority*[68]
has close relationship with Information Technology De-
partment and clinicians to develop healthcare systems for
the organization to support the service to all public hos-
pitals and clinics in the region.

The Hong Kong Society of Medical Informatics
(HKSMI) was established in 1987 to promote the use
of information technology in healthcare. The eHealth
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Consortium has been formed to bring together clinicians
from both the private and public sectors, medical
informatics professionals and the IT industry to further
promote IT in healthcare in Hong Kong.”[69]

India Main article: Indian Association for Medical

Informatics

eHCF School of Medical Informatics http://www.
ehcfsmi.edu.in eHealth-Care Foundation http://www.
ehealth-care.net

Malaysia Since 2010, The Ministry of Health (MoH)
working on the Malaysian Health Data Warehouse (My-
HDW) project. MyHDW aims to meet the diverse needs
of timely health information provision and management,
and acts as a platform for the standardization and inte-
gration of health data from a variety of sources (Health
Informatics Centre, 2013). The Ministry has embarked
on introducing the electronic Hospital Information Sys-
tems (HIS) in several public hospitals including Serdang
Hospital, Selayang Hospital and University Kebangsaan
Malaysia Medical Centre (UKMMC) under the Ministry
of Higher Education (MOHE).

A Hospital Information System (HIS) is a comprehen-
sive, integrated information system designed to manage
the administrative, financial and clinical aspects of a hos-
pital. As an area of Medical Informatics, the aim of hos-
pital information system is to achieve the best possible
support of patient care and administration by electronic
data processing. HIS plays a vital role in planning, ini-
tiating, organizing and controlling the operations of the
subsystems of the hospital and thus provides a synergis-
tic organization in the process.

New Zealand Health Informatics is taught at five New
Zealand universities. The most mature and established is
the Otago programme which has been offered for over a
decade.”[70] Health Informatics New Zealand (HINZ),
is the national organisation that advocates for Health In-
formatics. HINZ organises a conference every year and
also publishes an online journal- Healthcare Informatics
Review Online.

Saudi Arabia The Saudi Association for Health Infor-
mation (SAHI) was established in 2006*[71] to work un-
der direct supervision of King Saud bin Abdulaziz Uni-
versity for Health Sciences to practice public activities,
develop theoretical and applicable knowledge, and pro-
vide scientific and applicable studies. [72]

Post Soviet Countries
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The Russian Federation Russian healthcare system
mainly consists of the principles based on the principles
of the soviet healthcare system that was oriented on mass
prophylaxis, prevention of infection and epidemic dis-
eases, vaccination and immunization of the Soviet pop-
ulation on socially protected basis. Current government
Healthcare system consists of several directions:

e Preventive health care

e Primary health care

Specialized medical care

Obstetrical and gynecologic medical care
e Pediatric medical care
o Surgery

e Rehabilitation/ Health resort treatment

One of the main issues of the post-soviet medical health
care system was the absence of the united system provid-
ing optimization of work for medical institutes with one,
single database and structured appointment schedule and
hence hours-long lines. Efficiency of medical workers
might have been also doubtful because of the paperwork
administrating or lost book records.

Along with the development of the information systems
IT and Healthcare departments of Moscow agreed on de-
signing a system that would improve public services of
health care institutes. Tackling with the issues appear-
ing in the current system, Moscow Government ordered
the designing of the system that would provide simplified
electronic booking to public clinics and automatize work
of medical workers on the first level.

The system designed for that purposes was called EMIAS
(United Medical Information and Analysis System) and
presents EHR (Electronic Health Record) with the ma-
jority of other services set in the system that allow manag-
ing flows of patients, contains outpatient card integrated
in the system, and provides an opportunity to manage
consolidated managerial accounting and personalized list
of medical help. Besides that, the system contains infor-
mation about availability of the medical institutions and
various doctors.

The beginning of the implementation of the system
started in 2013 with the organization of one computer-
ized database for all patients in the city, including con-
venient front-end for the users. EMIAS is implemented
in Moscow and Moscow region and it is planned that the
project should embrace most parts of the country.

1.2.9 Health Informatics Law

For more details on this topic, see Health law.
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Health informatics law deals with evolving and sometimes
complex legal principles as they apply to information
technology in health-related fields. It addresses the pri-
vacy, ethical and operational issues that invariably arise
when electronic tools, information and media are used in
health care delivery. Health Informatics Law also applies
to all matters that involve information technology, health
care and the interaction of information. It deals with the
circumstances under which data and records are shared
with other fields or areas that support and enhance patient
care.

As many healthcare systems are making an effort to have
patient records more readily available to them via the in-
ternet, it is important that providers be sure that there are
a few security standards in place in order to make sure
that the patients information is safe. They have to be able
to assure confidentiality and the security of the people,
process, and technology. Since there is also the possi-
bility of payments being made through this system, it is
vital that this aspect of their private information will also
be protected through cryptography.

1.2.10 History

Worldwide use of computer technology in medicine be-
gan in the early 1950s with the rise of the computers.”[31]
In 1949, Gustav Wagner established the first profes-
sional organization for informatics in Germany."[73] The
prehistory, history, and future of medical information
and health information technology are discussed in ref-
erence.”[74] Specialized university departments and In-
formatics training programs began during the 1960s in
France, Germany, Belgium and The Netherlands. Med-
ical informatics research units began to appear during
the 1970s in Poland and in the U.S."[73] Since then the
development of high-quality health informatics research,
education and infrastructure has been a goal of the U.S.
and the European Union."[73]

Early names for health informatics included medical
computing, biomedical computing, medical computer
science, computer medicine, medical electronic data
processing, medical automatic data processing, medi-
cal information processing, medical information science,
medical software engineering, and medical computer
technology.

The health informatics community is still growing, it is by
no means a mature profession, but work in the UK by the
voluntary registration body, the UK Council of Health
Informatics Professions has suggested eight key con-
stituencies within the domain - information management,
knowledge management, portfolio/programme/project
management, ICT, education and research, clinical in-
formatics, health records(service and business-related),
health informatics service management. These con-
stituencies accommodate professionals in and for the
NHS, in academia and commercial service and solution
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providers.

Since the 1970s the most prominent international coordi-
nating body has been the International Medical Informat-
ics Association (IMIA).*[75]

1.2.11 Leading health informatics and
medical informatics journals

Main article: List of medical and health informatics

journals

1.2.12 See also

Related concepts

e Bioinformatics

e Clinical coder

e Clinical documentation improvement
e Continuity of care record (CCR)

e Diagnosis-related groups

e cHealth

e Electronic health record (EHR)

e Electronic medical record (EMR)

e Health information exchange (HIE)
e Health information management (HIM)
e Hospital information system

e Human resources for health (HRH) information sys-
tem

e International Classification of Diseases (ICD)
e Medical coding

e Neuroinformatics

e Nosology

e Personal health record (PHR)

e Public health informatics

Standards/frameworks and governance
e DICOM
e Health Metrics Network
e HL7

e Fast Healthcare Interoperability Resources (FHIR)
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research, and alternative medicine. [4] All of which are
designed to improve the overall of effectiveness of pa-
tient care delivery by ensuring that the data generated is
of a high quality e.g. an mHealth based early warning
scorecard."[5]

e The international standards on the subject are

covered by ICS 35.240.807[6] in which ISO
27799:2008 is one of the core components. [7]

e Molecular bioinformatics and clinical informatics
have converged into the field of translational bioin-
formatics.

1.3.1 Sub Specialities

e Healthcare Informatics

e Clinical Informatics
e Pathology Informatics

e Pharmacy Informat-

ics"[8]°[91° 101" [11]7[12]"[13]
e Public Health Informatics
e Community Health Informatics
e Home Health Informatics
o Nursing Informatics

e Medical Informatics
e Consumer Health Informatics
e Clinical Bioinformatics

e Informatics for Education & Research in Health &
Medicine

1.3.2 Healthcare Informatics
Clinical Informatics

Clinical Informatics is concerned with the use of infor-
mation in health care by and for clinicians.”[14]*[15]

Clinical informaticians transform health care by analyz-
ing, designing, implementing, and evaluating information
and communication systems that enhance individual and
population health outcomes, improve [patient] care, and
strengthen the clinician-patient relationship. Clinical in-
formaticians use their knowledge of patient care com-
bined with their understanding of informatics concepts,
methods, and health informatics tools to:

e assess information and knowledge needs of health
care professionals and patients,

e characterize, evaluate, and refine clinical processes,

e develop, implement, and refine clinical decision sup-
port systems, and
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e lead or participate in the procurement, customiza-
tion, development, implementation, management,
evaluation, and continuous improvement of clinical
information systems.

Clinicians collaborate with other health care and informa-
tion technology professionals to develop health informat-
ics tools which promote patient care that is safe, efficient,
effective, timely, patient-centered, and equitable.

In October 2011 American Board of Medical Specialties
(ABMS), the organization overseeing the certification of
physician specialists (MD Physicians only) in the United
States, announced the creation of physician (MD physi-
cians only) certification in Clinical Informatics. The first
examination for board certification in the subspecialty
of Clinical Informatics was offered in October 2013 by
American Board of Preventive Medicine with 432 pass-
ing to become the 2014 inaugural class of Diplomates
(ABPM) in Clinical Informatics.”[16]

Fellowship programs exist for physicians who wish to be-
come board-certified in Clinical Informatics. Physicians
must have graduated from a medical school in the United
States or Canada, or a school located elsewhere that is ap-
proved by the ABPM. In addition, they must complete a
primary residency program such as Internal Medicine (or
any of the 24 subspecialties recognized by the ABMS)
and be eligible to become licensed to practice medicine in
the state where their fellowship program is located.”[17]
The fellowship program is 24 months in length, with fel-
lows dividing their time between Informatics rotations,
didactics, research, and clinical work in their primary
specialty.

Integrated data repository

example IDR schema

Development of the field of clinical informatics lead to
creation of large data sets with electronic health record
data integrated with other data (such as genomic data).
Large data warehouses are often described as clinical data
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warehouses (also known as clinical data repositories). In
research, deidentified CDWs can be used by researchers
with less complex ethical oversight. CDWs with data of
deceased patients were also suggested as a research re-
source that does not require IRB approval.* [18]7119]

1.3.3 Human Bioinformatics
Translational bioinformatics

With the completion of the human genome and the re-
cent advent of high throughput sequencing and genome-
wide association studies of single nucleotide polymor-
phisms, the fields of molecular bioinformatics, biostatis-
tics, statistical genetics and clinical informatics are con-
verging into the emerging field of translational bioinfor-
matics.”[20]°[21]°[22]

The relationship between bioinformatics and health in-
formatics, while conceptually related under the umbrella
of biomedical informatics, [23] has not always been very
clear. The TBI community is specifically motivated with
the development of approaches to identify linkages be-
tween fundamental biological and clinical information.
Along with complementary areas of emphasis, such as
those focused on developing systems and approaches
within clinical research contexts, [24] insights from TBI
may enable a new paradigm for the study and treatment
of disease.

1.3.4 Computational Health Informatics
Computational Health Informatics

Computational health informatics is a branch of
Computer Science that deals specifically with com-
putational techniques that are relevant in healthcare.
Computational health informatics is also a branch of
Health Informatics, but is orthogonal to much of the
work going on in health informatics because computer
scientist's interest is mainly in understanding fundamen-
tal properties of computation. Health informatics, on the
other hand, is primarily concerned with understanding
fundamental properties of medicine that allow for the
intervention of computers. The health domain provides
an extremely wide variety of problems that can be tackled
using computational techniques, and computer scientists
are attempting to make a difference in medicine by
studying the underlying principles of computer science
that will allow for meaningful (to medicine) algorithms
and systems to be developed. Thus, computer scientists
working in computational health informatics and health
scientists working in medical health informatics combine
to develop the next generation of healthcare technologies.

Using computers to analyze health data has been around
since the 1950s, but it wasn't until the 1990s that the first
sturdy models appeared. The development of the inter-
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net has helped develop computational health informatics
over the past decade. Computer models are used to ex-
amine various topics such as how exercise affects obesity,
healthcare costs, and many more. [25]

Examples of projects in computational health informatics
include the COACH project.”[26]°[27]

1.3.5 Informatics for Education & Re-
search in Health & Medicine

Clinical Research Informatics

Clinical Research Informatics (or, CRI) takes the core
foundations, principles, and technologies related to
Health Informatics, and applies these to clinical research
contexts. [28] As such, CRI is a sub-discipline of Health
Informatics, and interest and activities in CRI have in-
creased greatly in recent years given the overwhelming
problems associated with the explosive growth of clinical
research data and information.[29] There are a number
of activities within clinical research that CRI supports,
including:

e more efficient and effective data collection and ac-
quisition

e improved recruitment into clinical trials

e optimal protocol design and efficient management
e patient recruitment and management

e adverse event reporting

e regulatory compliance

e data storage, transfer, [30] processing and analysis

e repositories of data from completed clinical trials
(for secondary analyses)

1.3.6 Medical informatics in the United

States

Even though the idea of using computers in medicine
emerged as technology advanced in the early 20th cen-
tury, it was not until the 1950s that informatics began to
have an effect in the United States.”[31]

The earliest use of electronic digital computers for
medicine was for dental projects in the 1950s at the
United States National Bureau of Standards by Robert
Ledley."[32] During the mid-1950s, the United States
Air Force (USAF) carried out several medical projects
on its computers while also encouraging civilian agen-
cies such as the National Academy of Sciences - Na-
tional Research Council (NAS-NRC) and the National
Institutes of Health (NIH) to sponsor such work."[33] In
1959, Ledley and Lee B. Lusted published “Reasoning


https://en.wikipedia.org/wiki/Clinical_data_repository
https://en.wikipedia.org/wiki/Institutional_review_board
https://en.wikipedia.org/wiki/Translational_bioinformatics
https://en.wikipedia.org/wiki/Translational_bioinformatics
https://en.wikipedia.org/wiki/Computer_Science
https://en.wikipedia.org/wiki/Health_Informatics
https://en.wikipedia.org/wiki/Dentistry
https://en.wikipedia.org/wiki/National_Bureau_of_Standards
https://en.wikipedia.org/wiki/Robert_Ledley
https://en.wikipedia.org/wiki/Robert_Ledley
https://en.wikipedia.org/wiki/United_States_Air_Force
https://en.wikipedia.org/wiki/United_States_Air_Force
https://en.wikipedia.org/wiki/United_States_National_Research_Council
https://en.wikipedia.org/wiki/United_States_National_Research_Council
https://en.wikipedia.org/wiki/National_Institutes_of_Health
https://en.wikipedia.org/wiki/National_Institutes_of_Health

22

Foundations of Medical Diagnosis,” a widely read article
in Science, which introduced computing (especially op-
erations research) techniques to medical workers. Led-
ley and Lusted’ s article has remained influential for
decades, especially within the field of medical decision
making.”[34]

Guided by Ledley's late 1950s survey of computer use in
biology and medicine (carried out for the NAS-NRC),
and by his and Lusted's articles, the NIH undertook
the first major effort to introduce computers to biology
and medicine. This effort, carried out initially by the
NIH's Advisory Committee on Computers in Research
(ACCR), chaired by Lusted, spent over $40 million be-
tween 1960 and 1964 in order to establish dozens of large
and small biomedical research centers in the US."[33]

One early (1960, non-ACCR) use of computers was to
help quantify normal human movement, as a precursor to
scientifically measuring deviations from normal, and de-
sign of prostheses.”[35] The use of computers (IBM 650,
1620, and 7040) allowed analysis of a large sample size,
and of more measurements and subgroups than had been
previously practical with mechanical calculators, thus al-
lowing an objective understanding of how human loco-
motion varies by age and body characteristics. A study
co-author was Dean of the Marquette University College
of Engineering; this work led to discrete Biomedical En-
gineering departments there and elsewhere.

The next steps, in the mid-1960s, were the develop-
ment (sponsored largely by the NIH) of expert systems
such as MYCIN and Internist-I. In 1965, the National
Library of Medicine started to use MEDLINE and
MEDLARS. Around this time, Neil Pappalardo, Curtis
Marble, and Robert Greenes developed MUMPS (Mas-
sachusetts General Hospital Utility Multi-Programming
System) in Octo Barnett's Laboratory of Computer Sci-
ence '[36] at Massachusetts General Hospital in Boston,
another center of biomedical computing that received sig-
nificant support from the NIH."[37] In the 1970s and
1980s it was the most commonly used programming lan-
guage for clinical applications. The MUMPS operating
system was used to support MUMPS language specifica-
tions. As of 2004, a descendent of this system is being
used in the United States Veterans Affairs hospital sys-
tem. The VA has the largest enterprise-wide health infor-
mation system that includes an electronic medical record,
known as the Veterans Health Information Systems and
Technology Architecture (VistA). A graphical user inter-
face known as the Computerized Patient Record System
(CPRS) allows health care providers to review and update
a patient’ s electronic medical record at any of the VA's
over 1,000 health care facilities.

During the 1960s, Morris Collen, a physician working
for Kaiser Permanente's Division of Research, developed
computerized systems to automate many aspects of mul-
tiphasic health checkups. These system became the basis
the larger medical databases Kaiser Permanente devel-
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oped during the 1970s and 1980s."[38] The American
College of Medical Informatics (ACMI) has since 1993
annually bestowed the Morris F. Collen, MD Medal for
Outstanding Contributions to the Field of Medical Infor-
matics.[39]

In the 1970s a growing number of commercial vendors
began to market practice management and electronic
medical records systems. Although many products ex-
ist, only a small number of health practitioners use fully
featured electronic health care records systems.

Homer R. Warner, one of the fathers of medical in-
formatics,”[40] founded the Department of Medical In-
formatics at the University of Utah in 1968. The
American Medical Informatics Association (AMIA) has
an award named after him on application of informatics
to medicine.

Informatics Certifications

Like other IT training specialties, there are Informatics
certifications available to help informatics professionals
stand out and be recognized. The American Nurses Cre-
dentialing Center (ANCC) offers a board certification
in Nursing Informatics. For Radiology Informatics, the
CIIP (Certified Imaging Informatics Professional) certi-
fication was created by ABII (The American Board of
Imaging Informatics) which was founded by SIIM (the
Society for Imaging Informatics in Medicine) and ARRT
(the American Registry of Radiologic Technologists) in
2005. The CIIP certification requires documented expe-
rience working in Imaging Informatics, formal testing and
is a limited time credential requiring renewal every five
years. The exam tests for a combination of IT technical
knowledge, clinical understanding, and project manage-
ment experience thought to represent the typical work-
load of a PACS administrator or other radiology IT clini-
cal support role. Certifications from PARCA (PACS Ad-
ministrators Registry and Certifications Association) are
also recognized. The five PARCA certifications are tiered
from entry level to architect level.

1.3.7 Medical informatics in the UK

The broad history of health informatics has been captured
in the book UK Health Computing : Recollections and re-
flections, Hayes G, Barnett D (Eds.), BCS (May 2008) by
those active in the field, predominantly members of BCS
Health and its constituent groups. The book describes
the path taken as ‘early development of health infor-
matics was unorganized and idiosyncratic” . In the early
—1950s it was prompted by those involved in NHS fi-
nance and only in the early 1960s did solutions including
those in pathology (1960), radiotherapy (1962), immu-
nization (1963), and primary care (1968) emerge. Many
of these solutions, even in the early 1970s were devel-
oped in-house by pioneers in the field to meet their own
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requirements. In part this was due to some areas of health
services (for example the immunization and vaccination
of children) still being provided by Local Authorities. In-
teresting, this is a situation which the coalition govern-
ment propose broadly to return to in the 2010 strategy
Equity and Excellence: Liberating the NHS (July 2010);
stating:

“We will put patients at the heart of the NHS, through
an information revolution and greater choice and control’
with shared decision-making becoming the norm: ‘no
decision about me without me " and patients having access
to the information they want, to make choices about their
care. They will have increased control over their own care
records.”

These types of statements present a significant opportu-
nity for health informaticians to come out of the back-
office and take up a front-line role supporting clinical
practice, and the business of care delivery. The UK
health informatics community has long played a key role
in international activity, joining TC4 of the International
Federation of Information Processing (1969) which be-
came IMIA (1979). Under the aegis of BCS Health,
Cambridge was the host for the first EFMI Medical In-
formatics Europe (1974) conference and London was
the location for IMIA” s tenth global congress (MED-
INFO2001).

1.3.8 Current state of health informatics
and policy initiatives

Argentina

Since 1997, the Buenos Aires Biomedical Informatics
Group, a nonprofit group, represents the interests of
a broad range of clinical and non-clinical professionals
working within the Health Informatics sphere. Its pur-
poses are:

e Promote the implementation of the computer tool
in the healthcare activity, scientific research, health
administration and in all areas related to health sci-
ences and biomedical research.

e Support, promote and disseminate content related
activities with the management of health informa-
tion and tools they used to do under the name of
Biomedical informatics.

e Promote cooperation and exchange of actions gen-
erated in the field of biomedical informatics, both
in the public and private, national and international
level.

e Interact with all scientists, recognized academic
stimulating the creation of new instances that have
the same goal and be inspired by the same purpose.
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e To promote, organize, sponsor and participate in
events and activities for training in computer and in-
formation and disseminating developments in this
area that might be useful for team members and
health related activities.

The Argentinian health system is heterogeneous in its
function, and because of that the informatics develop-
ments show a heterogeneous stage. Many private Health
Care center have developed systems, such as the Hospi-
tal Aleman of Buenos Aires, or the Hospital Italiano de
Buenos Aires that also has a residence program for health
informatics.

Brazil

Main article: Brazilian Society of Health Informatics

The first applications of computers to medicine and
healthcare in Brazil started around 1968, with the instal-
lation of the first mainframes in public university hospi-
tals, and the use of programmable calculators in scien-
tific research applications. Minicomputers, such as the
IBM 1130 were installed in several universities, and the
first applications were developed for them, such as the
hospital census in the School of Medicine of Ribeirdo
Preto and patient master files, in the Hospital das Clinicas
da Universidade de Sdo Paulo, respectively at the cities of
Ribeirdo Preto and Sao Paulo campuses of the University
of Sdo Paulo. In the 1970s, several Digital Corpora-
tion and Hewlett Packard minicomputers were acquired
for public and Armed Forces hospitals, and more inten-
sively used for intensive-care unit, cardiology diagnos-
tics, patient monitoring and other applications. In the
early 1980s, with the arrival of cheaper microcomputers,
a great upsurge of computer applications in health ensued,
and in 1986 the Brazilian Society of Health Informatics
was founded, the first Brazilian Congress of Health Infor-
matics was held, and the first Brazilian Journal of Health
Informatics was published. In Brazil, two universities are
pioneers in teaching and research in Medical Informatics,
both the University of Sao Paulo and the Federal Univer-
sity of Sao Paulo offer undergraduate programs highly
qualified in the area as well as extensive graduate pro-
grams (MSc and PhD). In 2015 the Universidade Federal
de Ciéncias da Saidde de Porto Alegre, Rio Grande do
Sul, also started to offer undergraduate program.

Canada

Health Informatics projects in Canada are implemented
provincially, with different provinces creating different
systems. A national, federally funded, not-for-profit or-
ganization called Canada Health Infoway was created in
2001 to foster the development and adoption of electronic
health records across Canada. As of December 31, 2008
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there were 276 EHR projects under way in Canadian hos-
pitals, other health-care facilities, pharmacies and labo-
ratories, with an investment value of $1.5-billion from
Canada Health Infoway.* [41]

Provincial and territorial programmes include the follow-
ing:

o eHealth Ontario was created as an Ontario provin-
cial government agency in September 2008. It has
been plagued by delays and its CEO was fired over a
multimillion-dollar contracts scandal in 2009.”[42]

e Alberta Netcare was created in 2003 by the Gov-
ernment of Alberta. Today the netCARE portal is
used daily by thousands of clinicians. It provides
access to demographic data, prescribed/dispensed
drugs, known allergies/intolerances, immunizations,
laboratory test results, diagnostic imaging reports,
the diabetes registry and other medical reports. net-
CARE interface capabilities are being included in
electronic medical record products which are being
funded by the provincial government.

United States

In 2004, President George W. Bush signed Executive
Order 13335, creating the Office of the National Coor-
dinator for Health Information Technology (ONCHIT)
as a division of the U.S. Department of Health and
Human Services (HHS). The mission of this office is
widespread adoption of interoperable electronic health
records (EHRs) in the US within 10 years. See quality
improvement organizations for more information on fed-
eral initiatives in this area.

In 2014 The Department of Education approved an ad-
vanced Health Informatics Undergraduate program that
was submitted by The University of South Alabama. The
program is designed to provide specific Health Informat-
ics education, and is the only program in the country with
a Health Informatics Lab. The program is housed in The
School of Computing in Shelby Hall, a recently com-
pleted $50 million state of the art teaching facility. The
University of South Alabama awarded David L. Loeser
on May 10, 2014 with the first Health Informatics de-
gree. The program currently is scheduled to have 100+
students awarded by 2016.

The Certification Commission for Healthcare Informa-
tion Technology (CCHIT), a private nonprofit group,
was funded in 2005 by the U.S. Department of Health
and Human Services to develop a set of standards for
electronic health records (EHR) and supporting networks,
and certify vendors who meet them. In July 2006, CCHIT
released its first list of 22 certified ambulatory EHR prod-
ucts, in two different announcements. [43]

Harvard Medical School added a department of biomed-
ical informatics in 2015."[44]
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Europe

For more details on this topic, see European Federation
for Medical Informatics.

The European Union's Member States are committed
to sharing their best practices and experiences to create
a European eHealth Area, thereby improving access to
and quality health care at the same time as stimulating
growth in a promising new industrial sector. The Euro-
pean eHealth Action Plan plays a fundamental role in the
European Union's strategy. Work on this initiative in-
volves a collaborative approach among several parts of
the Commission services." [45]"[46] The European In-
stitute for Health Records is involved in the promotion
of high quality electronic health record systems in the
European Union."[47]

UK There are different models of health informatics
delivery in each of the home countries (England, Scot-
land, Northern Ireland and Wales) but some bodies like
UKCHIP (see below ) operate for those 'in and for' all
the home countries and beyond.

England NHS informatics in England was contracted
out to several vendors for national health informatics so-
lutions under the National Programme for Information
Technology (NPfIT) label in the early to mid-2000's, un-
der the auspices of NHS Connecting for Health (part of
the Health and Social Care Information Centre as of 1
April 2013). NPfIT originally divided the country into
five regions, with strategic 'systems integration' contracts
awarded to one of several Local Service Providers (LSP).
The various specific technical solutions were required to
connect securely with the NHS 'Spine’, a system designed
to broker data between different systems and care set-
tings.[16] NPfIT fell significantly behind schedule and
its scope and design were being revised in real time, ex-
acerbated by media and political lambasting of the Pro-
gramme's spend (past and projected) against proposed
budget. In 2010 a consultation was launched as part of
the new Conservative/Liberal Democrat Coalition Gov-
ernment's White Paper 'Liberating the NHS'. This initia-
tive provided little in the way of innovative thinking, pri-
marily re-stating existing strategies within the proposed
new context of the Coalition's vision for the NHS. The de-
gree of computerisation in NHS secondary care was quite
high before NPfIT, and the programme stagnated further
development of the install base - the original NPfIT re-
gional approach provided neither a single, nationwide so-
lution nor local health community agility or autonomy to
purchase systems, but instead tried to deal with a hin-
terland in the middle. Almost all general practices in
England and Wales are computerised under the 'GP Sys-
tems of Choice' (GPSoC) programme, and patients have
relatively extensive computerised primary care clinical
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records. System choice is the responsibility of individ-
ual general practices and while there is no single, stan-
dardised GP system, GPSoC sets relatively rigid mini-
mum standards of performance and functionality for ven-
dors to adhere to. Interoperation between primary and
secondary care systems is rather primitive. It is hoped
that a focus on interworking (for interfacing and integra-
tion) standards will stimulate synergy between primary
and secondary care in sharing necessary information to
support the care of individuals. Notable successes to date
are in the electronic requesting and viewing of test results,
and in some areas GPs have access to digital X-ray im-
ages from secondary care systems. Scotland has an ap-
proach to central connection under way which is more
advanced than the English one in some ways. Scotland
has the GPASS system whose source code is owned by
the State, and controlled and developed by NHS Scotland.
GPASS was accepted in 1984. It has been provided free
to all GPs in Scotland but has developed poorly. Discus-
sion of open sourcing it as a remedy is occurring.

Wales Wales has a dedicated Health Informatics func-
tion that supports NHS Wales in leading on the new inte-
grated digital information services and promoting Health
Informatics as a career.

Emerging Directions (European R&D) The Euro-
pean Commission's preference, as exemplified in the
5th Framework [48] as well as currently pursued pilot
projects, [49] is for Free/Libre and Open Source Soft-
ware (FLOSS) for healthcare. Another stream of re-
search currently focuses on aspects of “big data” in
health information systems. For background informa-
tion on data-related aspects in health informatics see, e.g.,
the book “Biomedical Informatics” *[50] by Andreas
Holzinger.

Asia and Oceania

In Asia and Australia-New Zealand, the regional group
called the Asia Pacific Association for Medical Informat-
ics (APAMI)*[51] was established in 1994 and now con-
sists of more than 15 member regions in the Asia Pacific
Region.

Australia The Australasian College of Health Infor-
matics (ACHI) is the professional association for health
informatics in the Asia-Pacific region. It represents the
interests of a broad range of clinical and non-clinical pro-
fessionals working within the health informatics sphere
through a commitment to quality, standards and ethical
practice.*[52] ACHI is an academic institutional mem-
ber of the International Medical Informatics Associa-
tion (IMIA)“[53] and a full member of the Australian
Council of Professions.”[54] ACHI is a sponsor of the
“e-Journal for Health Informatics” ,"[55] an indexed
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and peer-reviewed professional journal. ACHI has also
supported the "Australian Health Informatics Education
Council” (AHIEC) since its founding in 2009."[56]

Although there are a number of health informatics or-
ganisations in Australia, the Health Informatics Society
of Australia“[57] (HISA) is regarded as the major um-
brella group and is a member of the International Medical
Informatics Association (IMIA). Nursing informaticians
were the driving force behind the formation of HISA,
which is now a company limited by guarantee of the
members. The membership comes from across the infor-
matics spectrum that is from students to corporate affili-
ates. HISA has a number of branches (Queensland, New
South Wales, Victoria and Western Australia) as well as
special interest groups such as nursing (NIA), pathology,
aged and community care, industry and medical imaging
(Conrick, 2006).

China At last 20 years, China performed a successful
transition from its planned economy to a socialist mar-
ket economy. Along this great and earth-shaking change,
China’ s healthcare system also experienced a significant
reform to follow and adapt to this historical revolution.
In 2003, the data (released from Ministry of Health of
the People's Republic of China (MoH)), indicated that
the national healthcare-involved expenditure was up to
RMB 662.33 billion totally, which accounted for about
5.56% of nationwide gross domestic products. Before the
1980s, the entire healthcare costs were covered in central
government annual budget. Since that, the construct of
healthcare-expended supporters started to change gradu-
ally. Most of the expenditure was contributed by health
insurance schemes and private spending, which corre-
sponded to 40% and 45% of total expenditure, respec-
tively. Meanwhile, the financially governmental contri-
bution was decreased to 10% only. On the other hand, by
2004, up to 296,492 healthcare facilities were recorded in
statistic summary of MoH, and an average of 2.4 clinical
beds per 1000 people were mentioned as well."[58]

Sorth China
North China
North West
South West
Central China

North East

East China

0% 10% 20% 30% 40% 50% 60% 70% 80% 90%
Proportion of Nationwide Hospitals with HIS in China by 2004

Health Informatics in China Along with the develop-
ment of information technology since the 1990s, health-
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care providers realised that the information could gener-
ate significant benefits to improve their services by com-
puterised cases and data, for instance of gaining the in-
formation for directing patient care and assessing the
best patient care for specific clinical conditions. There-
fore, substantial resources were collected to build China's
own health informatics system. Most of these resources
were arranged to construct Hospital Information System
(HIS), which was aimed to minimise unnecessary waste
and repetition, subsequently to promote the efficiency
and quality-control of healthcare.”[59] By 2004, China
had successfully spread HIS through approximately 35-
40% of nationwide hospitals.”[60] However, the disper-
sion of hospital-owned HIS varies critically. In the east
part of China, over 80% of hospitals constructed HIS, in
northwest of China the equivalent was no more than 20%.
Moreover, all of the Centers for Disease Control and Pre-
vention (CDC) above rural level, approximately 80% of
healthcare organisations above the rural level and 27%
of hospitals over town level have the ability to perform
the transmission of reports about real-time epidemic sit-
uation through public health information system and to
analysis infectious diseases by dynamic statistics.”[61]

China has four tiers in its healthcare system. The first
tier is street health and workplace clinics and these are
cheaper than hospitals in terms of medical billing and act
as prevention centers. The second tier is district and en-
terprise hospitals along with specialist clinics and these
provide the second level of care. The third tier is provi-
sional and municipal general hospitals and teaching hos-
pitals which provided the third level of care. In a tier of
its own is the national hospitals which are governed by the
Ministry of Health. China has been greatly improving its
health informatics since it finally opened its doors to the
outside world and joined the World Trade Organization
(WTO). In 2001, it was reported that China had 324,380
medical institutions and the majority of those were clin-
ics. The reason for that is that clinics are prevention cen-
ters and Chinese people like using traditional Chinese
medicine as opposed to Western medicine and it usually
works for the minor cases. China has also been improv-
ing its higher education in regards to health informatics.
At the end of 2002, there were 77 medical universities
and medical colleges. There were 48 university medi-
cal colleges which offered bachelor, master, and doctor-
ate degrees in medicine. There were 21 higher medical
specialty institutions that offered diploma degrees so in
total, there were 147 higher medical and educational in-
stitutions. Since joining the WTO, China has been work-
ing hard to improve its education system and bring it up
to international standards.”[62] SARS played a large role
in China quickly improving its healthcare system. Back
in 2003, there was an outbreak of SARS and that made
China hurry to spread HIS or Hospital Information Sys-
tem and more than 80% of hospitals had HIS. China had
been comparing itself to Korea’ s healthcare system and
figuring out how it can better its own system. There was
a study done that surveyed six hospitals in China that had
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HIS. The results were that doctors didn’ t use comput-
ers as much so it was concluded that it wasn’ t used as
much for clinical practice than it was for administrative
purposes. The survey asked if the hospitals created any
websites and it was concluded that only four of them had
created websites and that three had a third-party com-
pany create it for them and one was created by the hos-
pital staff. In conclusion, all of them agreed or strongly
agreed that providing health information on the Internet
should be utilized."[63]

Health Informatics Standards in China Collected
information at different times, by different participants
or systems could frequently lead to issues of misunder-
standing, dis-comparing or dis-exchanging. To design
an issues-minor system, healthcare providers realised that
certain standards were the basis for sharing information
and interoperability, however a system lacking standards
would be a large impediment to interfere the improve-
ment of corresponding information systems. Given that
the standardisation for health informatics depends on the
authorities, standardisation events must be involved with
government and the subsequently relevant funding and
supports were critical. In 2003, the Ministry of Health
released the Development Lay-out of National Health In-
formatics (2003-2010)[64] indicating the identification
of standardisation for health informatics which is ‘com-
bining adoption of international standards and develop-
ment of national standards’ .

In China, the establishment of standardisation was ini-
tially facilitated with the development of vocabulary,
classification and coding, which is conducive to reserve
and transmit information for premium management at na-
tional level. By 2006, 55 international/ domestic stan-
dards of vocabulary, classification and coding have served
in hospital information system. In 2003, the 10th revision
of the International Statistical Classification of Diseases
and Related Health Problems (ICD-10) and the ICD-
10 Clinical Modification (ICD-10-CM) were adopted as
standards for diagnostic classification and acute care pro-
cedure classification. Simultaneously, the International
Classification of Primary Care (ICPC) were translated
and tested in China ~ s local applied environment.”[65]
Another coding standard, named Logical Observation
Identifiers Names and Codes (LOINC), was applied to
serve as general identifiers for clinical observation in hos-
pitals. Personal identifier codes were widely employed in
different information systems, involving name, sex, na-
tionality, family relationship, educational level and job
occupation. However, these codes within different sys-
tems are inconsistent, when sharing between different re-
gions. Considering this large quantity of vocabulary, clas-
sification and coding standards between different juris-
dictions, the healthcare provider realised that using mul-
tiple systems could generate issues of resource wasting
and a non-conflicting national level standard was benefi-
cial and necessary. Therefore, in late 2003, the health
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informatics group in Ministry of Health released three
projects to deal with issues of lacking national health in-
formation standards, which were the Chinese National
Health Information Framework and Standardisation, the
Basic Data Set Standards of Hospital Information System
and the Basic Data Set Standards of Public Health Infor-
mation System.

"[58]

Comparison between China's EHR Standard and
Segments of the ASTM E 1384 Standard Recently,
researchers from local universities evaluated the perfor-
mance of China’ s Electronic Health Record(EHR) Stan-
dard compared with the American Society for Testing
and Materials Standard Practice for Content and Struc-
ture of Electronic Health Records in the United States
(ASTM E 1384 Standard)."[66]

The table above demonstrates details of this comparison
which indicates certain domains of improvement for fu-
ture revisions of EHR Standard in China. Detailedly,
these deficiencies are listed in the following.

1. The lack of supporting on privacy and security. The
ISO/TS 18308 specifies “The EHR must support
the ethical and legal use of personal information, in
accordance with established privacy principles and
frameworks, which may be culturally or jurisdic-
tionally specific” (ISO 18308: Health Informatics-
Requirements for an Electronic Health Record Ar-
chitecture, 2004). However this China’ s EHR Stan-
dard did not achieve any of the fifteen requirements
in the subclass of privacy and security.

2. The shortage of supporting on different types of
data and reference. Considering only ICD-9 is ref-
erenced as China’ s external international coding
systems, other similar systems, such as SNOMED
CT in clinical terminology presentation, cannot be
considered as familiar for Chinese specialists, which
could lead to internationally information-sharing de-
ficiency.

3. The lack of more generic and extensible lower level
data structures. China’ s large and complex EHR
Standard was constructed for all medical domains.
However, the specific and time-frequent attributes
of clinical data elements, value sets and templates
identified that this once-for-all purpose cannot lead
to practical consequence.”[67]

Hong Kong In Hong Kong a computerized patient
record system called the Clinical Management System
(CMS) has been developed by the Hospital Authority
since 1994. This system has been deployed at all the
sites of the Authority (40 hospitals and 120 clinics), and
is used by all 30,000 clinical staff on a daily basis, with
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a daily transaction of up to 2 millions. The comprehen-
sive records of 7 million patients are available on-line in
the Electronic Patient Record (ePR), with data integrated
from all sites. Since 2004 radiology image viewing has
been added to the ePR, with radiography images from
any HA site being available as part of the ePR.

The Hong Kong Hospital Authority placed particular at-
tention to the governance of clinical systems develop-
ment, with input from hundreds of clinicians being in-
corporated through a structured process. The Health In-
formatics Section in Hong Kong Hospital Authority*[68]
has close relationship with Information Technology De-
partment and clinicians to develop healthcare systems for
the organization to support the service to all public hos-
pitals and clinics in the region.

The Hong Kong Society of Medical Informatics
(HKSMI) was established in 1987 to promote the use
of information technology in healthcare. The eHealth
Consortium has been formed to bring together clinicians
from both the private and public sectors, medical
informatics professionals and the IT industry to further
promote IT in healthcare in Hong Kong."[69]

India Main article: Indian Association for Medical

Informatics

eHCF School of Medical Informatics http://www.
ehcfsmi.edu.in eHealth-Care Foundation http://www.
ehealth-care.net

Malaysia Since 2010, The Ministry of Health (MoH)
working on the Malaysian Health Data Warehouse (My-
HDW) project. MyHDW aims to meet the diverse needs
of timely health information provision and management,
and acts as a platform for the standardization and inte-
gration of health data from a variety of sources (Health
Informatics Centre, 2013). The Ministry has embarked
on introducing the electronic Hospital Information Sys-
tems (HIS) in several public hospitals including Serdang
Hospital, Selayang Hospital and University Kebangsaan
Malaysia Medical Centre (UKMMC) under the Ministry
of Higher Education (MOHE).

A Hospital Information System (HIS) is a comprehen-
sive, integrated information system designed to manage
the administrative, financial and clinical aspects of a hos-
pital. As an area of Medical Informatics, the aim of hos-
pital information system is to achieve the best possible
support of patient care and administration by electronic
data processing. HIS plays a vital role in planning, ini-
tiating, organizing and controlling the operations of the
subsystems of the hospital and thus provides a synergis-
tic organization in the process.

New Zealand Health Informatics is taught at five New
Zealand universities. The most mature and established is
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the Otago programme which has been offered for over a
decade.”[70] Health Informatics New Zealand (HINZ),
is the national organisation that advocates for Health In-
formatics. HINZ organises a conference every year and
also publishes an online journal- Healthcare Informatics
Review Online.

Saudi Arabia The Saudi Association for Health Infor-
mation (SAHI) was established in 2006°[71] to work un-
der direct supervision of King Saud bin Abdulaziz Uni-
versity for Health Sciences to practice public activities,
develop theoretical and applicable knowledge, and pro-
vide scientific and applicable studies.”[72]

Post Soviet Countries

The Russian Federation Russian healthcare system
mainly consists of the principles based on the principles
of the soviet healthcare system that was oriented on mass
prophylaxis, prevention of infection and epidemic dis-
eases, vaccination and immunization of the Soviet pop-
ulation on socially protected basis. Current government
Healthcare system consists of several directions:

e Preventive health care
e Primary health care

e Specialized medical care

Obstetrical and gynecologic medical care

Pediatric medical care

Surgery

e Rehabilitation/ Health resort treatment

One of the main issues of the post-soviet medical health
care system was the absence of the united system provid-
ing optimization of work for medical institutes with one,
single database and structured appointment schedule and
hence hours-long lines. Efficiency of medical workers
might have been also doubtful because of the paperwork
administrating or lost book records.

Along with the development of the information systems
IT and Healthcare departments of Moscow agreed on de-
signing a system that would improve public services of
health care institutes. Tackling with the issues appear-
ing in the current system, Moscow Government ordered
the designing of the system that would provide simplified
electronic booking to public clinics and automatize work
of medical workers on the first level.

The system designed for that purposes was called EMIAS
(United Medical Information and Analysis System) and
presents EHR (Electronic Health Record) with the ma-
jority of other services set in the system that allow manag-
ing flows of patients, contains outpatient card integrated
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in the system, and provides an opportunity to manage
consolidated managerial accounting and personalized list
of medical help. Besides that, the system contains infor-
mation about availability of the medical institutions and
various doctors.

The beginning of the implementation of the system
started in 2013 with the organization of one computer-
ized database for all patients in the city, including con-
venient front-end for the users. EMIAS is implemented
in Moscow and Moscow region and it is planned that the
project should embrace most parts of the country.

1.3.9 Health Informatics Law

For more details on this topic, see Health law.

Health informatics law deals with evolving and sometimes
complex legal principles as they apply to information
technology in health-related fields. It addresses the pri-
vacy, ethical and operational issues that invariably arise
when electronic tools, information and media are used in
health care delivery. Health Informatics Law also applies
to all matters that involve information technology, health
care and the interaction of information. It deals with the
circumstances under which data and records are shared
with other fields or areas that support and enhance patient
care.

As many healthcare systems are making an effort to have
patient records more readily available to them via the in-
ternet, it is important that providers be sure that there are
a few security standards in place in order to make sure
that the patients information is safe. They have to be able
to assure confidentiality and the security of the people,
process, and technology. Since there is also the possi-
bility of payments being made through this system, it is
vital that this aspect of their private information will also
be protected through cryptography.

1.3.10 History

Worldwide use of computer technology in medicine be-
gan in the early 1950s with the rise of the computers.”[31]
In 1949, Gustav Wagner established the first profes-
sional organization for informatics in Germany.* [73] The
prehistory, history, and future of medical information
and health information technology are discussed in ref-
erence.”[74] Specialized university departments and In-
formatics training programs began during the 1960s in
France, Germany, Belgium and The Netherlands. Med-
ical informatics research units began to appear during
the 1970s in Poland and in the U.S."[73] Since then the
development of high-quality health informatics research,
education and infrastructure has been a goal of the U.S.
and the European Union."[73]

Early names for health informatics included medical
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computing, biomedical computing, medical computer
science, computer medicine, medical electronic data
processing, medical automatic data processing, medi-
cal information processing, medical information science,
medical software engineering, and medical computer
technology.

The health informatics community is still growing, it is by
no means a mature profession, but work in the UK by the
voluntary registration body, the UK Council of Health
Informatics Professions has suggested eight key con-
stituencies within the domain - information management,
knowledge management, portfolio/programme/project
management, ICT, education and research, clinical in-
formatics, health records(service and business-related),
health informatics service management. These con-
stituencies accommodate professionals in and for the
NHS, in academia and commercial service and solution
providers.

Since the 1970s the most prominent international coordi-
nating body has been the International Medical Informat-
ics Association (IMIA).*[75]

1.3.11 Leading health informatics and
medical informatics journals

Main article: List of medical and health informatics

journals

1.3.12 See also

Related concepts

e Bioinformatics

e Clinical coder

e Clinical documentation improvement
e Continuity of care record (CCR)

e Diagnosis-related groups

e cHealth

e Electronic health record (EHR)

e Electronic medical record (EMR)

e Health information exchange (HIE)
e Health information management (HIM)
e Hospital information system

e Human resources for health (HRH) information sys-
tem

e International Classification of Diseases (ICD)

e Medical coding
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Neuroinformatics

Nosology

Personal health record (PHR)

Public health informatics

Standards/frameworks and governance

DICOM

o Health Metrics Network

e HL7

o Fast Healthcare Interoperability Resources (FHIR)
e LOINC

e Omaha System

e openEHR

e SNOMED

e xDT

Algorithms

e Datafly algorithm
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1.4 eHealth

eHealth (also written e-health) is a relatively recent term
for healthcare practice supported by electronic processes
and communication, dating back to at least 1999."[1] Us-
age of the term varies. A study in 2005 found 51 unique
definitions “[2] . Some argue that it is interchangeable
with health informatics with a broad definition covering
electronic/digital processes in health*[3] while others use
it in the narrower sense of healthcare practice using the
Internet.”[4]*[5]"[6] It can also include health applica-
tions and links on mobile phones, referred to as m-health
or mHealth. Since about 2011, the increasing recogni-
tion of the need for better cyber-security and regulation
may result in the need for these specialized resources to
develop safer eHealth solutions that can withstand these
growing threats.
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1.4.1 Forms of e-health

The term can encompass a range of services or systems
that are at the edge of medicine/healthcare and informa-
tion technology, including:

e Electronic health records: enabling the communi-
cation of patient data between different healthcare
professionals (GPs, specialists etc.);

e Computerized Physician Order Entry: a means of
requesting diagnostic tests and treatments electron-
ically and receiving the results

e cPrescribing: access to prescribing options, printing
prescriptions to patients and sometimes electronic
transmission of prescriptions from doctors to phar-
macists

e Clinical Decision Support: providing information
electronically about protocols and standards for
healthcare professionals to use in diagnosing and
treating patients

e Telemedicine: physical and psychological diagnosis
and treatments at a distance, including telemonitor-
ing of patients functions;

e Consumer health informatics: use of electronic re-
sources on medical topics by healthy individuals or
patients;

e Health knowledge management: e.g. in an overview
of latest medical journals, best practice guidelines or
epidemiological tracking (examples include physi-
cian resources such as Medscape and MDLinx);

e Virtual healthcare teams: consisting of health-
care professionals who collaborate and share infor-
mation on patients through digital equipment (for
transmural care);

e mHealth or m-Health: includes the use of mo-
bile devices in collecting aggregate and patient level
health data, providing healthcare information to
practitioners, researchers, and patients, real-time
monitoring of patient vitals, and direct provision of
care (via mobile telemedicine);

e Medical research using Grids: powerful computing
and data management capabilities to handle large
amounts of heterogeneous data.”[7]

e Health Informatics / Healthcare Information Sys-
tems: also often refer to software solutions for
appointment scheduling, patient data management,
work schedule management and other administra-
tive tasks surrounding health
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1.4.2 Contested definition

Several authors have noted the variable usage in the term,
from being specific to the use of the Internet in healthcare
to being generally around any use of computers in health-
care.”[8] Various authors have considered the evolution
of the term and its usage and how this maps to changes in
health informatics and healthcare generally."[1]"[9]"[10]
Oh et al., in a 2005 systematic review of the term's usage,
offered the definition of eHealth as a set of technologi-
cal themes in health today, more specifically based on
commerce, activities, stakeholders, outcomes, locations,
or perspectives. [11] One thing that all sources seem to
agree on is that e-Health initiatives do not originate with
the patient, though the patient may be a member of a pa-
tient organization that seeks to do this (see e-Patient).

1.4.3 E-Health data exchange

One of the factors blocking the use of e-Health tools from
widespread acceptance is the concern about privacy is-
sues regarding patient records, most specifically the EPR
(Electronic patient record). This main concern has to do
with the confidentiality of the data. There is also concern
about non-confidential data however. Each medical prac-
tise has its own jargon and diagnostic tools. To standard-
ize the exchange of information, various coding schemes
may be used in combination with international medical
standards. Systems that deal with these transfers are of -
ten referred to as Health Information Exchange (HIE).
Of the forms of e-Health already mentioned, there are
roughly two types; front-end data exchange and back-end
exchange.

Front-end exchange typically involves the patient, while
back-end exchange does not. A common example of a
rather simple front-end exchange is a patient sending a
photo taken by mobile phone of a healing wound and
sending it by email to the family doctor for control. Such
an actions may avoid the cost of an expensive visit to the
hospital.

A common example of a back-end exchange is when a pa-
tient on vacation visits a doctor who then may request ac-
cess to the patient's health records, such as medicine pre-
scriptions, x-ray photographs, or blood test results. Such
an action may reveal allergies or other prior conditions
that are relevant to the visit.

Thesaurus

Successful e-Health initiatives such as e-Diabetes have
shown that for data exchange to be facilitated either at the
front-end or the back-end, a common thesaurus is needed
for terms of reference.”[12] Various medical practises
in chronic patient care (such as for diabetic patients) al-
ready have a well defined set of terms and actions, which
makes standard communication exchange easier, whether

33

the exchange is initiated by the patient or the caregiver.

In general, explanatory diagnostic information (such as
the standard ICD-10) may be exchanged insecurely, and
private information (such as personal information from
the patient) must be secured. E-health manages both
flows of information, while ensuring the quality of the
data exchange.

1.4.4 Early adopters

Patients living with long term conditions (also called
Chronic conditions) over time often acquire a high level
of knowledge about the processes involved in their own
care, and often develop a routine in coping with their con-
dition. For these types of routine patients, front-end e-
Health solutions tend to be relatively easy to implement.

1.4.5 E-Mental Health

E-mental health is frequently used to refer to internet
based interventions and support for mental health con-
ditions."[13] However, it can also refer to the use of
information and communication technologies that also
includes the use of social media, landline and mobile
phones.*[14] E-mental health services can include in-
formation; peer support services, computer and internet
based programs, virtual applications and games as well
as real time interaction with trained clinicians.”[15] Pro-
grams can also be delivered using telephones and interac-
tive voice response (IVR) “[16]

Mental disorders includes a range of conditions such as
alcohol and drug use disorders, mood disorders such
as depression, dementia and Alzheimer's disease, delu-
sional disorders such as schizophrenia and anxiety disor-
ders.”[17] The majority of e-mental health interventions
have focused on the treatment of depression and anxi-
ety."[15] There are, however, programs also for problems
as diverse as smoking cessation “[18] gambling *[19] and
post-disaster mental health.”[20]

Advantages and Disadvantages

E-mental health has a number of advantages such as be-
ing low cost, easily accessible and providing anonymity
to users.”[21] However, there are also a number of dis-
advantages such as concerns regarding treatment credibil-
ity, user privacy and confidentiality.”[22] Online security
involves the implementation of appropriate safeguards to
protect user privacy and confidentiality. This includes ap-
propriate collection and handling of user data, the protec-
tion of data from unauthorized access and modification
and the safe storage of data."[23]

E-mental health has been gaining momentum in the aca-
demic research as well as practical arenas in a wide vari-
ety of disciplines such as psychology, clinical social work,
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family and marriage therapy, and mental health counsel-
ing. Testifying to this momentum, the E-Mental Health
movement has its own international organization, The In-
ternational Society for Mental Health Online."[24]

Programs

There are at least four programs currently available to
treat anxiety and depression. Two programs have been
identified by the UK National Institute for Health and
Care Excellence”[25] as cost effective for use in primary
care. The first is Fearfighter'[26] which is a text based
cognitive behavioral therapy program to treat people with
phobias and the second is Beating the Blues,”[27] an inter-
active text, cartoon and video CBT program for anxiety
and depression. Two programs have been supported for
use in primary care by the Australian Government. The
first is Anxiety Online,”[28] a text based program for the
anxiety, depressive and eating disorders, and the second
is THIS WAY UP,*[29] a set of interactive text, cartoon
and video programs for the anxiety and depressive disor-
ders.

There are a number of online programs relating to
smoking cessation. QuitCoach*[30] is a personalised quit
plan based on the users response to questions regarding
giving up smoking and tailored individually each time the
user logs in to the site. Freedom From Smoking”[31] takes
users through lessons that are grouped into modules that
provide information and assignments to complete. The
modules guide participants through steps such as prepar-
ing to quit smoking, stopping smoking and preventing re-
lapse.

Other internet programs have been developed specifi-
cally as part of research into treatment for specific dis-
orders. For example, an online self-directed therapy
for problem gambling was developed to specifically test
this as a method of treatment.”[19] All participants were
given access to a website. The treatment group was pro-
vided with behavioural and cognitive strategies to reduce
or quit gambling. This was presented in the form of a
workbook which encouraged participants to self-monitor
their gambling by maintaining an online log of gambling
and gambling urges. Participants could also use a smart-
phone application to collect self-monitoring information.
Finally participants could also choose to receive motiva-
tional email or text reminders of their progress and goals.

An internet based intervention was also developed for
use after Hurricane Ike in 2009."[20] During this study,
1,249 disaster-affected adults were randomly recruited to
take part in the intervention. Participants were given a
structured interview then invited to access the web inter-
vention using a unique password. Access to the website
was provided for a four-month period. As participants
accessed the site they were randomly assigned to either
the intervention. those assigned to the intervention were
provided with modules consisting of information regard-
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ing effective coping strategies to manage mental health
and health risk behaviour.

1.4.6 Cybermedicine

Cybermedicine is the use of the Internet to deliver
medical services, such as medical consultations and drug
prescriptions. It is the successor to telemedicine, wherein
doctors would consult and treat patients remotely via
telephone or fax.

Cybermedicine is already being used in small projects
where images are transmitted from a primary care set-
ting to a medical specialist, who comments on the case
and suggests which intervention might benefit the patient.
A field that lends itself to this approach is dermatology,
where images of an eruption are communicated to a hos-
pital specialist who determines if referral is necessary.

The field has also expanded to include online “ask the
doctor” services that allow patients direct, paid access to
consultations (with varying degrees of depth) with med-
ical professionals (examples include, Bundoo.com, Doc-
torSpring.com, Teladoc, and Ask The Doctor).

A Cyber Doctor,"[32] known in the UK as a Cy-
ber Physician, [33] is a medical professional who does
consultation via the internet, treating virtual patients, who
may never meet face to face. This is a new area of
medicine which has been utilized by the armed forces and
teaching hospitals offering online consultation to patients
before making their decision to travel for unique medi-
cal treatment only offered at a particular medical facil-
ity."[32]

1.4.7 Self-Monitoring Healthcare Devices

Self-monitoring is the use of sensors or tools which are
readily available to the general public to track and record
personal data. The sensors are usually wearable devices
and the tools are digitally available through mobile device
applications. Self-monitoring devices were created for
the purpose of allowing personal data to be instantly avail-
able to the individual to be analyzed. As of now, fitness
and health monitoring are the most popular applications
for self-monitoring devices. [34] The biggest benefit to
self-monitoring devices is the elimination of the neces-
sity for third party hospitals to run tests, which are both
expensive and lengthy. These devices are an important
advancement in the field of personal health management.

Currently, self-monitoring healthcare devices exist in
many forms. An example is the Nike+ Fuelband, which is
a modified version of the original pedometer.”[34] This
device is wearable on the wrist and allows one to set a
personal goal for a daily energy burn. It records the calo-
ries burned and the number of steps taken for each day
while simultaneously functioning as a watch. To add to
the ease of the user interface, it includes both numeric
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and visual indicators of whether or not the individual has
achieved his or her daily goal. Finally, it is also synced to
an iPhone app which allows for tracking and sharing of
personal record and achievements.

Other monitoring devices have more medical relevance.
A well-known device of this type is the blood glucose
monitor. The use of this device is restricted to diabetic
patients and allows users to measure the blood glucose
levels in their body. It is extremely quantitative and the
results are available instantaneously.*[35] However, this
device is not as independent of a self-monitoring device
as the Nike+ Fuelband because it requires some patient
education before use. One needs to be able to make con-
nections between the levels of glucose and the effect of
diet and exercise. In addition, the users must also un-
derstand how the treatment should be adjusted based on
the results. In other words, the results are not just static
measurements.

The demand for self-monitoring health devices is sky-
rocketing, as wireless health technologies have become
especially popular in the last few years. In fact, it is ex-
pected that by 2016, self-monitoring health devices will
account for 80% of wireless medical devices.”[36] The
key selling point for these devices is the mobility of in-
formation for consumers. The accessibility of mobile de-
vices such as smartphones and tablets has increased sig-
nificantly within the past decade. This has made it easier
for users to access real-time information in a number of
peripheral devices.

There are still many future improvements for self-
monitoring healthcare devices. Although most of these
wearable devices have been excellent at providing direct
data to the individual user, the biggest task which remains
at hand is how to effectively use this data. Although the
blood glucose monitor allows the user to take action based
on the results, measurements such as the pulse rate, EKG
signals, and calories do not necessarily serve to actively
guide an individual's personal healthcare management.
Consumers are interested in qualitative feedback in ad-
dition to the quantitative measurements recorded by the
devices."[37]

1.4.8 Evaluating eHealth

Knowledge of the socio-economic performance of
eHealth is limited, and findings from evaluations are often
challenging to transfer to other settings. Socio-economic
evaluations of some narrow types of mHealth can rely on
health economic methodologies, but larger scale eHealth
may have too many variables, and tortuous, intangible
cause and effect links may need a wider approach. Why
Do Evaluations of eHealth Programs Fail? An Alterna-
tive Set of Guiding Principles describes one way to do
this.
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1.4.9 eHealth in Developing Countries

eHealth in general, and telemedicine in particular, is a
vital resource to remote regions of emerging and devel-
oping countries but is often difficult to establish because
of the lack of communications infrastructure.”[38] For
example, in Benin, hospitals often can become inacces-
sible due to flooding during the rainy season”[39] and
across Africa, the low population density, along with se-
vere weather conditions and the difficult financial situa-
tion in many African states, has meant that the majority
of the African people are badly disadvantaged in medi-
cal care. In many regions there is not only a significant
lack of facilities and trained health professionals, but also
no access to eHealth because there is also no internet ac-
cess in remote villages, or even a reliable electricity sup-
ply."[40]

Internet connectivity, and the benefits of eHealth, can be
brought to these regions using satellite broadband tech-
nology, and satellite is often the only solution where ter-
restrial access may be limited, or poor quality, and one
that can provide a fast connection over a vast coverage
area.”[40]

1.4.10 See also

e c-Patient

e Electronic health record

e cHealthInsurance

e EUDRANET

e European Institute for Health Records
e Health 2.0

e Health blog

e Health Informatics

e mHealth

e Technology and mental health issues

e Telemedicine
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1.5 eHealth

eHealth (also written e-health) is a relatively recent term
for healthcare practice supported by electronic processes
and communication, dating back to at least 1999.[1] Us-
age of the term varies. A study in 2005 found 51 unique
definitions “[2] . Some argue that it is interchangeable
with health informatics with a broad definition covering
electronic/digital processes in health*[3] while others use
it in the narrower sense of healthcare practice using the
Internet.”[4]°[5]°[6] It can also include health applica-
tions and links on mobile phones, referred to as m-health
or mHealth. Since about 2011, the increasing recogni-
tion of the need for better cyber-security and regulation
may result in the need for these specialized resources to
develop safer eHealth solutions that can withstand these
growing threats.

1.5.1 Forms of e-health

The term can encompass a range of services or systems
that are at the edge of medicine/healthcare and informa-
tion technology, including:

e Electronic health records: enabling the communi-
cation of patient data between different healthcare
professionals (GPs, specialists etc.);

e Computerized Physician Order Entry: a means of
requesting diagnostic tests and treatments electron-
ically and receiving the results

e cPrescribing: access to prescribing options, printing
prescriptions to patients and sometimes electronic
transmission of prescriptions from doctors to phar-
macists

e Clinical Decision Support: providing information
electronically about protocols and standards for
healthcare professionals to use in diagnosing and
treating patients

e Telemedicine: physical and psychological diagnosis
and treatments at a distance, including telemonitor-
ing of patients functions;

e Consumer health informatics: use of electronic re-
sources on medical topics by healthy individuals or
patients;

e Health knowledge management: e.g. in an overview
of latest medical journals, best practice guidelines or
epidemiological tracking (examples include physi-
cian resources such as Medscape and MDLinx);

e Virtual healthcare teams: consisting of health-
care professionals who collaborate and share infor-
mation on patients through digital equipment (for
transmural care);
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e mHealth or m-Health: includes the use of mo-
bile devices in collecting aggregate and patient level
health data, providing healthcare information to
practitioners, researchers, and patients, real-time
monitoring of patient vitals, and direct provision of
care (via mobile telemedicine);

e Medical research using Grids: powerful computing
and data management capabilities to handle large
amounts of heterogeneous data."[7]

e Health Informatics / Healthcare Information Sys-
tems: also often refer to software solutions for
appointment scheduling, patient data management,
work schedule management and other administra-
tive tasks surrounding health

1.5.2 Contested definition

Several authors have noted the variable usage in the term,
from being specific to the use of the Internet in healthcare
to being generally around any use of computers in health-
care.”[8] Various authors have considered the evolution
of the term and its usage and how this maps to changes in
health informatics and healthcare generally.* [17°[91°[10]
Oh et al., in a 2005 systematic review of the term's usage,
offered the definition of eHealth as a set of technologi-
cal themes in health today, more specifically based on
commerce, activities, stakeholders, outcomes, locations,
or perspectives.”[11] One thing that all sources seem to
agree on is that e-Health initiatives do not originate with
the patient, though the patient may be a member of a pa-
tient organization that seeks to do this (see e-Patient).

1.5.3 E-Health data exchange

One of the factors blocking the use of e-Health tools from
widespread acceptance is the concern about privacy is-
sues regarding patient records, most specifically the EPR
(Electronic patient record). This main concern has to do
with the confidentiality of the data. There is also concern
about non-confidential data however. Each medical prac-
tise has its own jargon and diagnostic tools. To standard-
ize the exchange of information, various coding schemes
may be used in combination with international medical
standards. Systems that deal with these transfers are of -
ten referred to as Health Information Exchange (HIE).
Of the forms of e-Health already mentioned, there are
roughly two types; front-end data exchange and back-end
exchange.

Front-end exchange typically involves the patient, while
back-end exchange does not. A common example of a
rather simple front-end exchange is a patient sending a
photo taken by mobile phone of a healing wound and
sending it by email to the family doctor for control. Such
an actions may avoid the cost of an expensive visit to the
hospital.

CHAPTER 1. GENERAL OVERVIEW

A common example of a back-end exchange is when a pa-
tient on vacation visits a doctor who then may request ac-
cess to the patient's health records, such as medicine pre-
scriptions, x-ray photographs, or blood test results. Such
an action may reveal allergies or other prior conditions
that are relevant to the visit.

Thesaurus

Successful e-Health initiatives such as e-Diabetes have
shown that for data exchange to be facilitated either at the
front-end or the back-end, a common thesaurus is needed
for terms of reference.”[12] Various medical practises
in chronic patient care (such as for diabetic patients) al-
ready have a well defined set of terms and actions, which
makes standard communication exchange easier, whether
the exchange is initiated by the patient or the caregiver.

In general, explanatory diagnostic information (such as
the standard ICD-10) may be exchanged insecurely, and
private information (such as personal information from
the patient) must be secured. E-health manages both
flows of information, while ensuring the quality of the
data exchange.

1.5.4 Early adopters

Patients living with long term conditions (also called
Chronic conditions) over time often acquire a high level
of knowledge about the processes involved in their own
care, and often develop a routine in coping with their con-
dition. For these types of routine patients, front-end e-
Health solutions tend to be relatively easy to implement.

1.5.5 E-Mental Health

E-mental health is frequently used to refer to internet
based interventions and support for mental health con-
ditions.”[13] However, it can also refer to the use of
information and communication technologies that also
includes the use of social media, landline and mobile
phones.*[14] E-mental health services can include in-
formation; peer support services, computer and internet
based programs, virtual applications and games as well
as real time interaction with trained clinicians.”[15] Pro-
grams can also be delivered using telephones and interac-
tive voice response (IVR) “[16]

Mental disorders includes a range of conditions such as
alcohol and drug use disorders, mood disorders such
as depression, dementia and Alzheimer's disease, delu-
sional disorders such as schizophrenia and anxiety disor-
ders.”[17] The majority of e-mental health interventions
have focused on the treatment of depression and anxi-
ety.”[15] There are, however, programs also for problems
as diverse as smoking cessation “[18] gambling “[19] and
post-disaster mental health."[20]
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Advantages and Disadvantages

E-mental health has a number of advantages such as be-
ing low cost, easily accessible and providing anonymity
to users. [21] However, there are also a number of dis-
advantages such as concerns regarding treatment credibil-
ity, user privacy and confidentiality.”[22] Online security
involves the implementation of appropriate safeguards to
protect user privacy and confidentiality. This includes ap-
propriate collection and handling of user data, the protec-
tion of data from unauthorized access and modification
and the safe storage of data.”[23]

E-mental health has been gaining momentum in the aca-
demic research as well as practical arenas in a wide vari-
ety of disciplines such as psychology, clinical social work,
family and marriage therapy, and mental health counsel-
ing. Testifying to this momentum, the E-Mental Health
movement has its own international organization, The In-
ternational Society for Mental Health Online.”[24]

Programs

There are at least four programs currently available to
treat anxiety and depression. Two programs have been
identified by the UK National Institute for Health and
Care Excellence”[25] as cost effective for use in primary
care. The first is Fearfighter'[26] which is a text based
cognitive behavioral therapy program to treat people with
phobias and the second is Beating the Blues,” [27] an inter-
active text, cartoon and video CBT program for anxiety
and depression. Two programs have been supported for
use in primary care by the Australian Government. The
first is Anxiety Online,"[28] a text based program for the
anxiety, depressive and eating disorders, and the second
is THIS WAY UP,*[29] a set of interactive text, cartoon
and video programs for the anxiety and depressive disor-
ders.

There are a number of online programs relating to
smoking cessation. QuitCoach*[30] is a personalised quit
plan based on the users response to questions regarding
giving up smoking and tailored individually each time the
user logs in to the site. Freedom From Smoking”[31] takes
users through lessons that are grouped into modules that
provide information and assignments to complete. The
modules guide participants through steps such as prepar-
ing to quit smoking, stopping smoking and preventing re-
lapse.

Other internet programs have been developed specifi-
cally as part of research into treatment for specific dis-
orders. For example, an online self-directed therapy
for problem gambling was developed to specifically test
this as a method of treatment.”[19] All participants were
given access to a website. The treatment group was pro-
vided with behavioural and cognitive strategies to reduce
or quit gambling. This was presented in the form of a
workbook which encouraged participants to self-monitor
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their gambling by maintaining an online log of gambling
and gambling urges. Participants could also use a smart-
phone application to collect self-monitoring information.
Finally participants could also choose to receive motiva-
tional email or text reminders of their progress and goals.

An internet based intervention was also developed for
use after Hurricane Ike in 2009.[20] During this study,
1,249 disaster-affected adults were randomly recruited to
take part in the intervention. Participants were given a
structured interview then invited to access the web inter-
vention using a unique password. Access to the website
was provided for a four-month period. As participants
accessed the site they were randomly assigned to either
the intervention. those assigned to the intervention were
provided with modules consisting of information regard-
ing effective coping strategies to manage mental health
and health risk behaviour.

1.5.6 Cybermedicine

Cybermedicine is the use of the Internet to deliver
medical services, such as medical consultations and drug
prescriptions. It is the successor to telemedicine, wherein
doctors would consult and treat patients remotely via
telephone or fax.

Cybermedicine is already being used in small projects
where images are transmitted from a primary care set-
ting to a medical specialist, who comments on the case
and suggests which intervention might benefit the patient.
A field that lends itself to this approach is dermatology,
where images of an eruption are communicated to a hos-
pital specialist who determines if referral is necessary.

The field has also expanded to include online “ask the
doctor” services that allow patients direct, paid access to
consultations (with varying degrees of depth) with med-
ical professionals (examples include, Bundoo.com, Doc-
torSpring.com, Teladoc, and Ask The Doctor).

A Cyber Doctor,"[32] known in the UK as a Cy-
ber Physician, [33] is a medical professional who does
consultation via the internet, treating virtual patients, who
may never meet face to face. This is a new area of
medicine which has been utilized by the armed forces and
teaching hospitals offering online consultation to patients
before making their decision to travel for unique medi-
cal treatment only offered at a particular medical facil-
ity."[32]

1.5.7 Self-Monitoring Healthcare Devices

Self-monitoring is the use of sensors or tools which are
readily available to the general public to track and record
personal data. The sensors are usually wearable devices
and the tools are digitally available through mobile device
applications. Self-monitoring devices were created for
the purpose of allowing personal data to be instantly avail-
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able to the individual to be analyzed. As of now, fitness
and health monitoring are the most popular applications
for self-monitoring devices.”[34] The biggest benefit to
self-monitoring devices is the elimination of the neces-
sity for third party hospitals to run tests, which are both
expensive and lengthy. These devices are an important
advancement in the field of personal health management.

Currently, self-monitoring healthcare devices exist in
many forms. An example is the Nike+ Fuelband, which is
a modified version of the original pedometer.”[34] This
device is wearable on the wrist and allows one to set a
personal goal for a daily energy burn. It records the calo-
ries burned and the number of steps taken for each day
while simultaneously functioning as a watch. To add to
the ease of the user interface, it includes both numeric
and visual indicators of whether or not the individual has
achieved his or her daily goal. Finally, it is also synced to
an iPhone app which allows for tracking and sharing of
personal record and achievements.

Other monitoring devices have more medical relevance.
A well-known device of this type is the blood glucose
monitor. The use of this device is restricted to diabetic
patients and allows users to measure the blood glucose
levels in their body. It is extremely quantitative and the
results are available instantaneously.*[35] However, this
device is not as independent of a self-monitoring device
as the Nike+ Fuelband because it requires some patient
education before use. One needs to be able to make con-
nections between the levels of glucose and the effect of
diet and exercise. In addition, the users must also un-
derstand how the treatment should be adjusted based on
the results. In other words, the results are not just static
measurements.

The demand for self-monitoring health devices is sky-
rocketing, as wireless health technologies have become
especially popular in the last few years. In fact, it is ex-
pected that by 2016, self-monitoring health devices will
account for 80% of wireless medical devices."[36] The
key selling point for these devices is the mobility of in-
formation for consumers. The accessibility of mobile de-
vices such as smartphones and tablets has increased sig-
nificantly within the past decade. This has made it easier
for users to access real-time information in a number of
peripheral devices.

There are still many future improvements for self-
monitoring healthcare devices. Although most of these
wearable devices have been excellent at providing direct
data to the individual user, the biggest task which remains
at hand is how to effectively use this data. Although the
blood glucose monitor allows the user to take action based
on the results, measurements such as the pulse rate, EKG
signals, and calories do not necessarily serve to actively
guide an individual's personal healthcare management.
Consumers are interested in qualitative feedback in ad-
dition to the quantitative measurements recorded by the
devices."[37]
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1.5.8 Evaluating eHealth

Knowledge of the socio-economic performance of
eHealth is limited, and findings from evaluations are often
challenging to transfer to other settings. Socio-economic
evaluations of some narrow types of mHealth can rely on
health economic methodologies, but larger scale eHealth
may have too many variables, and tortuous, intangible
cause and effect links may need a wider approach. Why
Do Evaluations of eHealth Programs Fail? An Alterna-
tive Set of Guiding Principles describes one way to do
this.

1.5.9 eHealth in Developing Countries

eHealth in general, and telemedicine in particular, is a
vital resource to remote regions of emerging and devel-
oping countries but is often difficult to establish because
of the lack of communications infrastructure.”[38] For
example, in Benin, hospitals often can become inacces-
sible due to flooding during the rainy season[39] and
across Africa, the low population density, along with se-
vere weather conditions and the difficult financial situa-
tion in many African states, has meant that the majority
of the African people are badly disadvantaged in medi-
cal care. In many regions there is not only a significant
lack of facilities and trained health professionals, but also
no access to eHealth because there is also no internet ac-
cess in remote villages, or even a reliable electricity sup-
ply."[40]

Internet connectivity, and the benefits of eHealth, can be
brought to these regions using satellite broadband tech-
nology, and satellite is often the only solution where ter-
restrial access may be limited, or poor quality, and one
that can provide a fast connection over a vast coverage
area.”[40]

1.5.10 See also

e c-Patient

e Electronic health record

e cHealthInsurance
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e Health 2.0
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e Telemedicine
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1.6 Health 2.0

“Health 2.0” is a term introduced in the mid-2000s, as
the subset of health technologies mirroring the wider Web
2.0 movement.

1.6.1 History

Health 2.0 built on the possibilities for changing health
care, which started with the introduction of eHealth in the
mid-1990s following the emergence of the World Wide
Web. In the mid-2000s, following the widespread adop-
tion both of the Internet and of easy to use tools for com-
munication, social networking, and self-publishing, there
was spate of media attention to and increasing interest
from patients, clinicians, and medical librarians in using
these tools for health care and medical purposes 117121

Early examples of Health 2.0 were the use of a specific
set of Web tools (blogs, email list-servs, online communi-
ties, podcasts, search, tagging, Twitter, videos, wikis, and
more) by actors in health care including doctors, patients,
and scientists, using principles of open source and user
generated content, and the power of networks and social
netwotks in order to personalize health care, to collabo-
rate, and to promote health education.”[3] Possible expla-
nations why health care has generated its own “2.0” term
are the availability and proliferation the Health 2.0 appli-
cations across health care in general, and the potential for
improving public health in particular.”[4]

1.6.2 Current use

While the “2.0” moniker was originally associated with
concepts like collaboration, openness, participation, and
social networking,*[S] in recent years the term “Health
2.0” has evolved to mean the role of Saas and cloud-based
technologies, and their associated applications on multi-
ple devices. Health 2.0 describes the integration of these
into much of general clinical and administrative workflow
in health care. As of 2014, approximately 3,000 compa-
nies were offering products and services matching this
definition, with venture capital funding in the sector ex-
ceeding $2.3 billion in 2013.7[6]

1.6.3 Definitions

The “traditional” definition of “Health 2.0” focused on
technology as an enabler for care collaboration: “The
use of social software t-weight tools to promote collab-
oration between patients, their caregivers, medical pro-
fessionals, and other stakeholders in health” *[7] An ex-
panded version of the traditional definition breaks this
construct into component factors, which collectively al-
low patients to increasingly guide their own care.”[8]
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1.6. HEALTH 2.0

In 2011, Indu Subaiya (who co-founded the Health 2.0
Conference with Matthew Holt) redefined Health 2.0 *[9]
as the use in health care of new cloud, Saas, mobile, and
device technologies that are:

1. Adaptable technologies which easily allow other
tools and applications to link and integrate with
them, primarily through use of accessible APIs

2. Focused on the user experience, bringing in the prin-
ciples of user-center design

3. Data driven, in that they both create data and present
data to the user in order to help improve decision
making

This wider definition allows recognition of what is or
what isn't a Health 2.0 technology. Typically, enterprise-
based, customized client-server systems are not, while
more open, cloud based systems fit the definition. How-
ever, this line was blurring by 2011-2 as more enterprise
vendors started to introduce cloud-based systems and na-
tive applications for new devices like smartphones and
tablets.

In addition, Health 2.0 has several competing terms, each
with its own followers—if not exact definitions—includ-
ing Connected Health, Digital Health, Medicine 2.0, and
mHealth. All of these support a goal of wider change
to the health care system, using technology-enabled sys-
tem reform —usually changing the relationship between
patient and professional.:

1. Personalized search that looks into the long tail but
cares about the user experience

2. Communities that capture the accumulated knowl-
edge of patients, caregivers, and clinicians, and ex-
plains it to the world

3. Intelligent tools for content delivery—and transac-
tions

4. Better integration of data with content

1.6.4 Wider health system definitions

In the late 2000s, several commentators used Health 2.0
as a moniker for a wider concept of system reform, seek-
ing a participatory process between patient and clini-
cian: “New concept of health care wherein all the con-
stituents (patients, physicians, providers, and payers) fo-
cus on health care value (outcomes/price) and use com-
petition at the medical condition level over the full cycle
of care as the catalyst for improving the safety, efficiency,
and quality of health care” *[10]

Health 2.0 defines the combination of health data and
health information with (patient) experience, through the
use of ICT, enabling the citizen to become an active and
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responsible partner in his/her own health and care path-
way. [11]

Health 2.0 is participatory healthcare. Enabled by infor-
mation, software, and communities that we collect or cre-
ate, we the patients can be effective partners in our own
healthcare, and we the people can participate in reshaping
the health system itself."[12]

Definitions of Medicine 2.0 appear to be very similar but
typically include more scientific and research aspects —
Medicine 2.0: “Medicine 2.0 applications, services and
tools are Web-based services for health care consumers,
caregivers, patients, health professionals, and biomedical
researchers, that use Web 2.0 technologies as well as se-
mantic web and virtual reality tools, to enable and facili-
tate specifically social networking, participation, apome-
diation, collaboration, and openness within and between
these user groups.* [13]7[14] Published in JMIR Tom Van
de Belt, Lucien Engelen ef al. systematic review found 46
(!) unique definitions of health 2.0"[15]

1.6.5 Overview

Health
outcomes
e Self 3
Enhancement Actions
Prevention Research
Treat
Normalization Intervene =
Experioens Professionals
Improvement LE:::: — 5 Q¢
Cure
‘ Measure |§$ﬁ| Genome ‘Bmmarkers‘ Behavior | Environment
A model of Health 2.0

Health 2.0 refers to the use of a diverse set of technologies
including Connected Health, electronic medical records,
mHealth, telemedicine, and the use of the Internet by pa-
tients themselves such as through blogs, messageboards,
online communities, patient to physician communication
systems, and other more advanced systems. A key con-
cept is that patients themselves should have greater insight
and control into information generated about them. Ad-
ditionally Health 2.0 relies on the use of modern cloud
and mobile-based technologies.

Much of the potential for change from Health 2.0 is facil-
itated by combining technology driven trends such as Per-
sonal Health Records with social networking — [which]
may lead to a powerful new generation of health appli-
cations, with which people share parts of their electronic
health records with other consumers and “crowdsource”
the collective wisdom of other patients and profession-
als.” ."[5] Traditional models of medicine had patient
records (held on paper or a proprietary computer sys-
tem) that could only be accessed by a physician or other
medical professional. Physicians acted as gatekeepers to
this information, telling patients test results when and if
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they deemed it necessary. Such a model operates rela-
tively well in situations such as acute care, where informa-
tion about specific blood results would be of little use to a
lay person, or in general practice where results were gen-
erally benign. However, in the case of complex chronic
diseases, psychiatric disorders, or diseases of unknown
etiology patients were at risk of being left without well-
coordinated care because data about them was stored in a
variety of disparate places and in some cases might con-
tain the opinions of healthcare professionals which were
not to be shared with the patient. Increasingly, medical
ethics deems such actions to be medical paternalism, and
they are discouraged in modern medicine.

A hypothetical example demonstrates the increased en-
gagement of a patient operating in a Health 2.0 setting:
a patient goes to see their primary care physician with
a presenting complaint, having first ensured their own
medical record was up to date via the Internet. The treat-
ing physician might make a diagnosis or send for tests,
the results of which could be transmitted directly to the
patient's electronic medical record. If a second appoint-
ment is needed, the patient will have had time to research
what the results might mean for them, what diagnoses
may be likely, and may have communicated with other
patients who have had a similar set of results in the past.
On a second visit a referral might be made to a specialist.
The patient might have the opportunity to search for the
views of other patients on the best specialist to go to, and
in combination with their primary care physician decides
who to see. The specialist gives a diagnosis along with a
prognosis and potential options for treatment. The patient
has the opportunity to research these treatment options
and take a more proactive role in coming to a joint deci-
sion with their healthcare provider. They can also choose
to submit more data about themselves, such as through
a personalized genomics service to identify any risk fac-
tors that might improve or worsen their prognosis. As
treatment commences, the patient can track their health
outcomes through a data-sharing patient community to
determine whether the treatment is having an effect for
them, and they can stay up to date on research opportuni-
ties and clinical trials for their condition. They also have
the social support of communicating with other patients
diagnosed with the same condition throughout the world.

1.6.6 Level of use of Web 2.0 in health care

Partly due to weak definitions, the novelty of the en-
deavor and its nature as an entrepreneurial (rather than
academic) movement, little empirical evidence exists to
explain how much Web 2.0 is being used in general.
While it has been estimated that nearly one-third of the
100 million Americans who have looked for health infor-
mation online say that they or people they know have been
significantly helped by what they found,"[16] this study
considers only the broader use of the Internet for health
management.
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A study examining physician practices has suggested that
asegment of 245,000 physicians in the U.S are using Web
2.0 for their practice, indicating that use is beyond the
stage of the early adopter with regard to physicians and
Web 2.0.7[17]

1.6.7 Types of Web 2.0 technology in
health care

Web 2.0 is commonly associated with technologies such
as podcasts, RSS feeds, social bookmarking, weblogs
(health blogs), wikis, and other forms of many-to-many
publishing; social software; and web application pro-
gramming interfaces (APIs) (see main article Web 2.0).

1.6.8 Types of Web 2.0 use in health care

The following are examples of uses that have been docu-
mented in academic literature.

1.6.9 Criticism of the use of Web 2.0 in
health care

Several criticisms have been raised about the use of Web
2.0 in health care. Firstly, the limitations for Medical
Doctors (MDs) to use Google as a diagnostic tool, which
may be effective only for conditions with unique symp-
toms and signs that can easily be used as search term.”[21]
Secondly, long-held concerns exist about the effects of
patients obtaining information online, such as the idea
that patients may delay seeking medical advice.”[24] Fi-
nally concerns exist about the quality of user generated
content leading to misinformation, though one study has
suggested that in certain support groups only 6% of in-
formation is factually wrong and that only 3% reported
that online advice had caused serious harm.”[25] Other
venues of information are likely to be less useful to the
general public.

1.6.10 Tensions in Health 2.0

Hughes ef al. (2009) argue there are four major ten-
sions represented in the literature on Health/Medicine
2.0: these concern:[3]

1. the lack of clear definitions

2. issues around the loss of control over information
that doctors perceive

3. safety and the dangers of inaccurate information

4. issues of ownership and privacy
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HEALTH 2.0

1.6.11 Conferences and trademarks

e Medicine 2.0 is an annual conference with a fo-

cus on the science and evidence behind Health 2.0.
Medicine 2.0 is a registered trademark of JMIR
Publications, the producer of the conference and
publisher of the leading peer-reviewed ehealth jour-
nal Journal of Medical Internet Research

Health 2.0 is a conference with a focus on the busi-
ness of Health 2.0. Health 2.0 is a registered trade-
mark of Matthew Holt, the producer of that confer-
ence

Doctors 2.0 & You is an annual international con-
ference in Paris, dedicated to web 2.0, social me-
dia, and mobile applications, with a focus on disease
conditions. Doctors 2.0 is a registered trademark of
Basil Strategies, conference producers.

1.6.12 See also

e-Patient
Health 3.0

Patient opinion leader
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1.6.14 External links

o The term Health 2.0 is trademarked by this confer-
ence series

o A set of useful resource on the Health 2.0 Wiki in-
cluding a list of Health 2.0 companies

o A list of medical wiki websites including links to
more than 40 medical wikis

e Medicine 2.0 Congress, which is similar or identical
to the Health 2.0 concept, but also includes “Science
2.0"

e "Web Site Harnesses Power of Social Networks",
The Washington Post, October 19, 2009

1.7 Public health informatics

Public Health Informatics has been defined as the sys-
tematic application of information and computer science
and technology to public health practice, research, and
learning. It is one of the subdomains of Health informat-
ics.

1.7.1 What is Public Health Informatics?

Public health informatics is defined as the use of comput-
ers, clinical guidelines, communication and information
systems, which apply to vast majority of public health, re-
lated professions, such as nursing, clinical/ hospital care/
public health and medical research’[1]

1.7.2 United States

In developed countries like the United States, public
health informatics is practiced by individuals in public
health agencies at the federal and state levels and in the
larger local health jurisdictions. Additionally, research
and training in public health informatics takes place at a
variety of academic institutions.

At the federal Centers for Disease Control and Preven-
tion in US states like Atlanta, Georgia, the Public Health
Surveillance and Informatics Program Office (PHSIPO)
focuses on advancing the state of information science and
applies digital information technologies to aid in the de-
tection and management of diseases and syndromes in in-
dividuals and populations.

The bulk of the work of public health informatics in the
United States, as with public health generally, takes place
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at the state and local level, in the state departments of
health and the county or parish departments of health.
At a state health department the activities may include:
collection and storage of vital statistics (birth and death
records); collection of reports of communicable disease
cases from doctors, hospitals, and laboratories, used for
infectious disease surveillance; display of infectious dis-
ease statistics and trends; collection of child immuniza-
tion and lead screening information; daily collection and
analysis of emergency room data to detect early evidence
of biological threats; collection of hospital capacity in-
formation to allow for planning of responses in case of
emergencies. Each of these activities presents its own in-
formation processing challenge.

Collection of public health data

(TODO: describe CDC-provided DOS/desktop-based
systems like TIMSS (TB), STDMIS (Sexually transmit-
ted diseases); Epi-Info for epidemiology investigations;
and others )

Since the beginning of the World Wide Web, public
health agencies with sufficient information technology re-
sources have been transitioning to web-based collection
of public health data, and, more recently, to automated
messaging of the same information. In the years roughly
2000 to 2005 the Centers for Disease Control and Pre-
vention, under its National Electronic Disease Surveil-
lance System (NEDSS), built and provided free to states a
comprehensive web and message-based reporting system
called the NEDSS Base System (NBS). Due to the fund-
ing being limited and it not being wise to have fiefdom-
based systems, only a few states and larger counties have
built their own versions of electronic disease surveillance
systems, such as Pennsylvania's PA-NEDSS. These do
not provide timely full intestate notification services caus-
ing an increase in disease rates versus the NEDSS federal
product.

To promote interoperability, the CDC has encouraged
the adoption in public health data exchange of several
standard vocabularies and messaging formats from the
health care world. The most prominent of these are: the
Health Level 7 (HL7) standards for health care messag-
ing; the LOINC system for encoding laboratory test and
result information; and the Systematized Nomenclature
of Medicine (SNOMED) vocabulary of health care con-
cepts.

Since about 2005, the CDC has promoted the idea of the
Public Health Information Network to facilitate the trans-
mission of data from various partners in the health care
industry and elsewhere (hospitals, clinical and environ-
mental laboratories, doctors' practices, pharmacies) to lo-
cal health agencies, then to state health agencies, and then
to the CDC. At each stage the entity must be capable of
receiving the data, storing it, aggregating it appropriately,
and transmitting it to the next level. A typical example
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would be infectious disease data, which hospitals, labs,
and doctors are legally required to report to local health
agencies; local health agencies must report to their state
public health department; and which the states must re-
port in aggregate form to the CDC. Among other uses,
the CDC publishes the Morbidity and Mortality Weekly
Report (MMWR) based on these data acquired system-
atically from across the United States.

Major issues in the collection of public health data are:
awareness of the need to report data; lack of resources
of either the reporter or collector; lack of interoperability
of data interchange formats, which can be at the purely
syntactic or at the semantic level; variation in reporting
requirements across the states, territories, and localities.

Public health informatics can be thought or divided into
three categories.

Study models of different systems

The first category is to discover and study models of com-
plex systems, such as disease transmission. This can be
done through different types of data collections, such as
hospital surveys, or electronic surveys submitted to the or-
ganization (such as the CDC). Transmission rates or dis-
ease incidence rates/surveillance can be obtained through
government organizations, such as the CDC, or global
organizations, such as WHO. Not only disease transmis-
sion/rates can be looked at. Public health informatics can
also delve into people with/without health insurance and
the rates at which they go to the doctor. Before the advent
of the internet, public health data in the United States, like
other healthcare and business data, were collected on pa-
per forms and stored centrally at the relevant public health
agency. If the data were to be computerized they required
adistinct data entry process, were stored in the various file
formats of the day and analyzed by mainframe computers
using standard batch processing.”[2]

Storage of public health data

The second category is to find ways to improve the ef-
ficiency of different public health systems. This is done
through various collections methods, storage of data and
how the data is used to improve current health problems.
In order to keep everything standardized, vocabulary and
word usage needs to be consistent throughout all systems.
Finding new ways to link together and share new data
with current systems is important to keep everything up
to date. "[3]

Storage of public health data shares the same data man-
agement issues as other industries. And like other indus-
tries, the details of how these issues play out are affected
by the nature of the data being managed.

Due to the complexity and variability of public health
data, like health care data generally, the issue of data
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modeling presents a particular challenge. While a gen-
eration ago flat data sets for statistical analysis were the
norm, today's requirements of interoperability and inte-
grated sets of data across the public health enterprise re-
quire more sophistication. The relational database is in-
creasingly the norm in public health informatics. Design-
ers and implementers of the many sets of data required
for various public health purposes must find a workable
balance between very complex and abstract data models
such as HL7's Reference Information Model (RIM) or
CDC's Public Health Logical Data Model, and simplistic,
ad hoc models that untrained public health practitioners
come up with and feel capable of working with.

Due to the variability of the incoming data to public
health jurisdictions, data quality assurance is also a major
issue.

Analysis of public health data

Finally, the last category can be thought as maintaining
and enriching current systems and models to adapt to
overflow of data and storing/sorting of this new data. This
can be as simple as connecting directly to an electronic
data collection source, such as health records from the
hospital, or can go public information (CDC) about dis-
ease rates/transmission. Finding new algorithms that will
sort through large quantities of data quickly and effec-
tively is necessary as well."[4]

The need to extract usable public health information from
the mass of data available requires the public health infor-
maticist to become familiar with a range of analysis tools,
ranging from business intelligence tools to produce rou-
tine or ad hoc reports, to sophisticated statistical analysis
tools such as DAP/SAS and PSPP/SPSS, to Geographical
Information Systems (GIS) to expose the geographical di-
mension of public health trends.Such analyses usually re-
quire methods that appropriately secure the privacy of the
health data. One approach is to separate the individually
identifiable variables of the data from the rest'[3]

Applications in health surveillance and epidemiology

There are a few organizations out there that provide useful
information for those professionals that want to be more
involved in public health informatics. Such as the Amer-
ican Medical Informatics Association (AMIA). AMIA is
for professions that are involved in health care, informat-
ics research, biomedical research, including physicians,
scientists, researchers, and students. The main goals of
AMIA are to move from “bench to bedside” , help im-
prove the impact of health innovations and advance the
public health informatics field. They hold annual confer-
ences, online classes and webinars, which are free to their
members. There is also a career center specific for the
biomedical and health informatics community.”[6]

Many jobs or fellowships in public health informatics
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are offered. The CDC (Center for Disease Control)
has various fellowship programs, while multiple col-
leges/companies offer degree programs or training in this
field."[7]

For more information on these topics, follow the links be-
low:

http://www.jhsph.edu/departments/
health-policy-and-management/certificates/
public-health-informatics/what-is-health-informatics.
html

http://www.phii.org/what-we-do

e SAPPHIRE (Health care) or Situational Awareness
and Preparedness for Public Health Incidences and
Reasoning Engines is a semantics-based health in-
formation system capable of tracking and evaluat-
ing situations and occurrences that may affect public
health.

1.7.3 References

[1]1 hup://www.jhsph.edu/departments/
health-policy- and-management/certificates/
public- health-informatics/what-is- health-informatics.
html. Missing or empty ltitle= (help); External link in
Iwebsite= (help);

2

—

http://www.cdc.gov/mmwr/preview/mmwrhtml/
su6103a5.htm?s_cid=su6103a5_x. Missing or empty
Ititle= (help); External link in Iwebsite= (help);
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http://www.cdc.gov/mmwr/preview/mmwrhtml/
su6103a5.htm?s_cid=su6103a5_x. Missing or empty
Ititle= (help); External link in Iwebsite= (help);

[5] Mazumdar S, Konings P, Hewett M; et al. (2014). “Pro-
tecting the privacy of individual general practice patient
electronic records for geospatial epidemiology research”
. Australian and New Zealand Journal of Public Health
38 (6): 548-552. doi:10.1111/1753-6405.12262. PMID
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Chapter 2

Applications in Healthcare Management

2.1 Health Administration Infor-
matics

The emerging field of Health administration informat-
ics is concerned with the evaluation, acquisition, imple-
mentation and day-to-day operation of information tech-
nology systems in support of all administration and clini-
cal functions within the health care industry. The closely
related field of biomedical informatics is primarily fo-
cused on the use of information systems for acquisition
and application of patients' medical data, whereas nursing
informatics deals with the delivery, administration and
evaluation of patient care and disease prevention. What
remains unclear, however, is how this emerging discipline
should relate to the myriad of previously existing sub spe-
cializations within the broad umbrella of health informat-
ics - including clinical informatics (which itself includes
sub areas such as oncology informatics), bioinformatics
and healthcare management informatics - particularly in
light of the proposed “fundamental theorem” of biomed-
ical informatics posed by Friedman in early 2009.

The field of health administration informatics is emerg-
ing as attention continues to focus on the costly mistakes
made by some health care organizations whilst imple-
menting electronic medical records.

2.1.1 Relevance within the health care in-
dustry

In a recent survey of health care CIOs and Information
System (IS) directors, increasing patient safety and re-
ducing medical errors was reported as among the top
business issues. Two other key findings were that:

e two-thirds of respondents indicated that the number
of FTEs in their IT department will increase in the
next 12 months;

e and three-quarters of respondents indicated that
their IT budgets would be increasing.

The most likely staffing needs reported by the health
care executives are network and architecture support
(HIMMS, 2005).

49

“The government and private insurers are beginning to
pay hospitals more for higher quality care—and the only
way to measure quality, and then improve it, is with more
information technology. Hospital spending on such gear
is expected to climb to $30.5 billion next year, from $25.8
billion in 2004, according to researcher Dorenfest Group”
(Mullaney and Weintraub, 2005).

This fundamental change in health care (pay for per-
formance) means that hospitals and other health care
providers will need to develop, adapt and maintain all
of the technology necessary to measure and improve on
quality. Physicians have traditionally lagged behind in
their use of technology (i.e., electronic patient records).
Only 7% of physicians work for hospitals, and so the task
of “wooing them is an extremely delicate task” (Mullaney
and Weintraub, 2005).

2.1.2 Careers

The market demand for a specialized advanced degree
that integrates Health Care Administration and Informat-
ics is growing as the concept has gained support from the
academic and professional communities. Recent articles
in Health Management Technology cite the importance
of integrating information technology with health care
administration to meet the unique needs of the health care
industry. The health care industry has been estimated to
be around 10 years behind other industries in the appli-
cation of technology and at least 10 to 15 years behind
in leadership capability from the technology and perhaps
the business perspective (Seliger, 2005; Thibault, 2005).
This means there is quantifiable demand in the work force
for health care administrators who are also prepared to
lead in the field of health care administration informat-
ics.

In addition, the increasing costs and difficulties involved
in evaluating the projected benefits from IT investments
are requiring health care administrators to learn more
about IT and how it affects business processes. The health
care Chief Information Officer (CIO) must be able to
build enterprise wide systems that will help reduce the
administrative cost and streamline the automation of ad-
ministrative processes and patient record keeping. In-
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creasingly, the CIO is relied upon for specialized analyt-
ical and collaborative skills that will enable him/her to
build systems that health care clinicians will use. A re-
cent well-publicized debacle (shelving of a $34 million
computer system after three months) at a top U. S. hos-
pital underlines the need for leaders who understand the
health care industry information technology requirements
(Connolly, 2005).

Several professional organizations have also addressed
the need for academic preparation that integrates the two
specializations addressed by UMUC’ s MSHCAI degree.
In the collaborative response to the Office of the National
Coordinator for Health Information Technology (ON-
CHIT) request for information regarding future IT needs,
thirteen major health and technology organizations en-
dorsed a “Common Framework™ to support health in-
formation exchange in the United States, while protecting
patient privacy. The response cited the need for contin-
uing education of health information management pro-
fessionals as a significant barrier to implementation of a
National Health Information Network (NHIN) (The Col-
laborative Response, 2005).

2.1.3 See also

e Consumer health informatics
e Medical informatics

e Nursing informatics

2.1.4 References

e Connolly, C. (2005, March 21) Cedars-Sinai doc-
tors cling to Pen and paper. The Washington Post.

Health Informatics World Wide (2005, March). Health
informatics index site. Retrieved March 30, 2005 from .

e Healthcare Information and Management Systems
Society (HIMSS) (2005, February). 16th annual
HIMSS leadership survey sponsored by Superior
Consultant Company. Retrieved 3/30/2005 from .

e Mullaney, T. J., & Weintraub, A. (2005 March 28).
The digital hospital. Business Week 3926, 76.

e Seliger, R. (2005). Healthcare IT tipping point.
Health Management Technology 26(3), 48-49.

e The Collaborative Response to the Office of the Na-
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trieved March 30, 2005 from .

e Thibault, B. (2005). Making beautiful music to-
gether. Behavioral Health 26(3), 28-29.

2.2 Medical integration environ-
ment

Medical integration environment (MIE) are spe-
cialised tools designed to simplify the sharing of medical
and related data between medical equipment and elec-
tronic health records. Technically, they are similar to an
Enterprise Service Bus but with several extra features al-
lowing for legacy systems that do not use web services
messaging. Typically, they use Java Message Service;
most Enterprise Application Integration systems can be
modified to be used as an MIE but may lack the crucial
HL7 and Arden syntax for storing medical knowledge.

2.3 Health information exchange

Not to be confused with Health insurance exchange
(HIX).

Health information exchange (HIE) is the mobilization
of health care information electronically across organiza-
tions within a region, community or hospital system. In
practice the term HIE may also refer to the organization
that facilitates the exchange.

HIE provides the capability to electronically move clini-
cal information among different health care information
systems. The goal of HIE is to facilitate access to and re-
trieval of clinical data to provide safer and more timely,
efficient, effective, and equitable patient-centered care.
HIE is also useful to public health authorities to assist in
analyses of the health of the population.

HIE systems facilitate the efforts of physicians and clini-
cians to meet high standards of patient care through elec-
tronic participation in a patient's continuity of care with
multiple providers. Secondary health care provider ben-
efits include reduced expenses associated with:

e the manual printing, scanning and faxing of docu-
ments, including paper and ink costs, as well as the
maintenance of associated office machinery

o the physical mailing of patient charts and records,
and phone communication to verify delivery of tra-
ditional communications, referrals, and test results

o the time and effort involved in recovering missing
patient information, including any duplicate tests re-
quired to recover such information

According to an internal study at Sushoo Health In-
formation Exchange, the current method of exchanging
patients' health information accounts for approximately
$17,160 of expenses annually for a single-clinician prac-
tice.
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Formal organizations are now emerging to provide both
form and function for health information exchange ef-
forts, both on independent and governmental or regional
levels. These organizations are, in many cases, enabled
and supported financially by statewide health information
exchange grants from the Office of the National Coordi-
nator for Health Information Technology. These grants
were legislated into the HITECH components of the
American Reinvestment and Recovery Act in 2009.[1]
The latter organizations (often called Regional Health In-
formation Organizations, or RHIOs) are ordinarily geo-
graphically defined entities which develop and manage
a set of contractual conventions and terms, arrange for
the means of electronic exchange of information, and de-
velop and maintain HIE standards.”[2]

In the United States, federal and state regulations regard-
ing HIEs and HIT (health information technology) are
still being defined. Federal regulations and incentive pro-
grams such as “Meaningful Use” , which is formally
known as the EHR Incentive Program,* [3]°[4] are rapidly
changing the face of this relatively new industry. In addi-
tion to changes driven by federal activities, the lessons
learned in the ongoing implementation of some state-
sponsored HIEs (such as the North Carolina HIE'[5])
and the fluctuating nature of health care regulations at
the level of the state governments themselves are lead-
ing to additional refinement. However, HIEs and RHIOs
continue to struggle to achieve self-sustainability and the
vast majority remain tied to federal, state, or independent
grant funding in order to remain operational. Some ex-
ceptions exist, such as the Indiana HIE."[6]°[7]

2.3.1 Storage and gathering of informa-
tion

Data architecture models

There are two main models for the data architecture of
health information exchanges. One is a federated, or de-
centralized model, and the second is a centralized one.
There is also a hybrid model that contains elements of
both. In a centralized HIE there is a central (or master)
database which holds a complete copy of all of the records
of every patient contained in the HIE. In a federated HIE
there is no master database.

In a federated model each health care provider is respon-
sible for maintaining the records of their individual pa-
tients. In this model the main function of the HIE is to fa-
cilitate providers with exchanging patient records among
themselves as the need arises. For example, if a physi-
cian in a federated HIE requests the records of Patient Y
a query is sent to each server in the system asking to return
any records that they have pertaining to Patient Y. Each
federated HIE may accomplish this in a slightly different
way, but the salient distinction is that in a federated model
there is no central database from which a previously com-
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piled comprehensive medical record is stored and can be
downloaded.

In short, in a federated HIE records are exchanged elec-
tronically among providers when they need them. In a
centralized model all patient information is uploaded to a
single database from which any provider in the HIE can
download a patient's full medical record.”[8]"[9]

Patient consent

Exchanges in the US must operate with patient consent
to comply with not only the Health Insurance Portability
and Accountability Act (HIPAA), but a variety of state
and federal laws and regulations. This was clarified by the
Office of Civil Rights in the January 2013 Final Omnibus
Rule Update to HIPAA.*[10]

There are two methods for gaining patient consent. One
is explicit consent and is termed opt-in. With this method
a patient is not automatically enrolled into the HIE by de-
fault and generally must submit a written request to join
the exchange.

The other method is implicit patient consent and is
termed opt-out. In this method patients give implicit con-
sent to join an HIE when they agree to use the services
of a health care provider who is submitting data into an
HIE and sign the provider's Notice Of Privacy Practices.
In this model patients can request to opt out of the HIE,
generally with a written form."[11]

2.3.2 List of health information exchanges

Chesapeake Regional Information System for our Patients

CRISP is a non-profit corporation that is imple-
menting health information exchange in the state
of Maryland. The organization also serves as the
Health IT Extension Center for Maryland. CRISP
was created by Johns Hopkins Medicine, MedStar
Health, the University of Maryland Medical System
and FErickson Retirement Communities.”[12]
Audacious Inquiry, a health information system
consulting firm, serves as the technical architect
and strategic partner for the health information
exchange while Dynamed Solutions provides op-
erational, project management and organizational
support under CRISP.

CORHIO - the Colorado Regional Health Informa-

tion Organization
CORHIO is one of the United States' largest public

health information exchange networks and the
state designated entity for HIE in Colorado."[13]
As of November 1, 2014, 38 Colorado hospitals
and more than 2,200 doctors, and 130 long-term
and post-acute care centers were connected to the
CORHIO HIE."[14]"[15]
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Delaware Health Information Network DHIN is a

non-profit public-private partnership enacted by
the Delaware General Assembly in 1997, for the
benefit of all citizens of Delaware to advance the
creation of a statewide health information network
and to address Delaware's needs for timely, reliable
and relevant health care information. DHIN has
adopted regulations to govern its operations and
has policies and procedures in place to support
privacy and security of patient information. DHIN
enhances a health care information exchange
started in May 2007. In February 2012, The
Delaware Health Information Network announced
full participation of all acute care hospitals and
skilled nursing facilities in the state, along with
the vast majority of Delaware providers, in the
first statewide community health record. As of
June 2013, DHIN has attracted the participation
of 97 percent of Delaware providers, tracks nearly
88 percent of Delaware's population, and delivers
more than 10 million clinical results and reports to
participating providers annually."[16]

Frysian Health Information Exchange The  Fries-

land Regional Cardiology Network speeds up the
referral process, improves both diagnosis and the
clinical decision process, and on average reduces
by one or two days the length-of-stay for patients
in hospitals. From their office workstations, car-
diologists are able to consult the advanced clinical
images provided by any hospital linked to the net-
work. The distributed storage of records eliminates
the duplication of records across multiple sites.
Once uploaded to the cardiology network, records
remain available for consultation at any time so
that previous episodes of a patient’ s care can be
consulted in detail no matter where the care was
provided in the region.

Great Lakes Health Connect Great ILakes Health

Connect (GLHC), based in Grand Rapids, is the
largest provider of Health Information Exchange
(HIE) services in Michigan. GLHC was founded
in 2009 as Michigan Health Connect (MHC) when
several health systems in West Michigan (including
Spectrum Health, Trinity Health, Metro Health,
Lakeland Health, and Northern Michigan Regional
Health System) agreed to collaborate and not
compete on clinical data exchange. In March of
2010 MHC was formally launched as a charitable
[509(a)2] non-profit corporation in Michigan. In
June of 2014 Michigan Health Connect merged
with Great Lakes Health Information Exchange
(GLHIE) to form Great Lakes Health Connect.
Today, GLHC is among the leading providers of
health information exchange services in the nation.
GLHC seamlessly and securely facilitates the
transmission of more than a billion messages a year

across 129 health systems and nearly 4,000 primary,
secondary and allied care provider offices across
the state. The community-based nonprofit is dedi-
cated to improving the quality and accessibility of
healthcare information by creating care-connected
communities across Michigan and beyond.

Harvard Pilgrim Health Care HPHC is a non-profit

insurance provider which serves members through-
out Massachusetts, New Hampshire, and Maine.
The provider offers variety health insurance options
for companies, families and individuals. Customers
health insurance expectations are met through a
tailored options from preferred provider organiza-
tion (PPO), point-of-sale (POS), and health main-
tenance organization (HMO). HPHC implements
CRM, Master Data Management and is now imple-
menting Oracle Policy Automation to support inte-
grated call center and online self-service for plan
purchase and management across their various cus-
tomer groups additionally, HPHC is using their plat-
form to support recruitment and to better analyze
and improve service levels in a heavily competitive
market."[17]

HealthShare Exchange of Southeastern Pennsylvania, Inc.

HealthShare Exchange of Southeastern Pennsylva-
nia, Inc. is a non-profit health information exchange
organization serving the Delaware valley. Founded
in 2009, HealthShare Exchange of Southeastern
PA, (or HSX) facilitates the exchange of patient
data between hospitals, insurers and physicians
within the region.

Idaho Health Data Exchange The Idaho Health Data

Exchange (IHDE) is the state designated Health In-
formation Exchange (HIE) for Idaho. Health In-
formation Exchange enables doctors, nurses, labs,
and other medical providers to securely access their
patient’ s electronic health information quickly,
24/7/365, to improve the speed, quality, safety, and
cost of patient care. IHDE is a non-profit 501(c)(6)
company. The IHDE is Idaho created, based, and
managed. Located in Boise, ID, the staff consists
of an Executive Director, Executive Assistant, Sr.
Marketing Coordinator, Business Analysts (Imple-
mentations), Training/Support Specialists, and IT
systems support. The IHDE’ s mission is to cre-
ate, and maintain a collaborative effort to improve
the coordination and quality of healthcare through
the use of Health Information Exchange and Health
Information Technology. The IHDE is governed by
a voluntary Board of Directors and voluntary Pri-
vacy and Security Committee which provides over-
sight of compliance and best practices. Members
of the Board of Directors and Privacy and Security
Committee represent the private and public sectors,
and health care delivery systems, with a passionate
interest in Health Information Exchange.*[18]
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Indiana Health Information Exchange The Indiana

Health Information Exchange (IHIE) operates the
U.S.'s largest HIE and one of the oldest with data on
more than 7 million patients, connecting hospitals,
rehabilitation centers, long term care facilities,
laboratories, imaging centers, clinics, community
health centers and other healthcare organizations.
Created by the Regenstrief Institute, a medical
informatics think tank, the Indiana Network for
Patient Care (INPC) is a secure network that
provides a patient records to participating doctors.
The IHIE provides current data about admissions,
discharges, and transfers to help health plans and
accountable care organizations reduce nonurgent
emergency department visits.”[19] This HIE grew
over time from 12 hospitals in the center of the
state with approximately 5,000 physicians, to 106
hospitals out of 126 in the state and more than
14,000 physicians in Indiana.”[20]

Keystone Health Information Exchange KeyHIE was

founded by Geisinger Health System in April 2005,
via a memorandum of understanding signed by 8
hospitals throughout Central Pennsylvania. One of
the nation” s largest and most advanced health infor-
mation exchanges, KeyHIE connects 18 hospitals,
251 physician practices, 95 long-term care facilities,
30 home health agencies and other healthcare or-
ganizations such as EMS agencies, pharmacies, and
federally qualified health centers (FQHCs). It serves
4.3 million patients over a 53-county presence in
Pennsylvania to ensure health information follows
patients, regardless of where they receive care. Key-
HIE offers a wide range of services to doctor’ s
offices, hospitals, nursing homes and other health-
care organizations in Pennsylvania and surrounding
areas.

Michiana Health Information Network MHIN is one

of the first HIEs in the United States and offers un-
precedented levels of integration and connectivity
to healthcare professionals and providers. In 1998,
MHIN was incorporated, and the team went right
to work improving, securing, and facilitating com-
munication among providers. Today, MHIN contin-
ues to assist communities throughout the Midwest
to establish a regionally based HIE. Organizations
across the healthcare spectrum - from hospitals to
specialty groups to medical labs and diagnostic cen-
ters - find solutions in MHIN's diverse service plat-
form. MHIN's core applications provide an effi-
cient, secure way for providers to exchange infor-
mation and facilitate high-quality, coordinated care.

Missouri Health Connection Missouri Health Con-

nection(MHC) is a nonprofit organization that op-
erates Missouri's statewide health information net-
work. Established in 2009, MHC's mission is to en-
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able Missouri healthcare providers-from small, ru-
ral clinics to large hospital systems-to securely share
a patient's medical data. With our wide network
of hospitals, clinics, and community health centers,
MHC's network will connect inpatient and outpa-
tient care in Missouri. MHC's network covers two-
thirds of the inpatient care in Missouri and enables
physicians to access more complete patient records.

MHC provides the technological infrastructure
for health care providers to coordinate care for
their patients through a secure health informa-
tion network.The services provided by MHC
are designed to support all health care provider
organizations, from the largest multi-hospital
health system to a solo physician practice. Co-
ordinating care, reducing preventable errors,
and avoiding treatment duplication are among
MHC’ s primary goals. MHC’ s network
will improve patient care and help save lives in
emergencies by securely delivering more com-
plete and accurate information at the point of
care, or wherever it is needed. MHC is a non-
profit 501(c)(3) organization and is governed
by a board of directors that includes repre-
sentatives from both public and private orga-
nizations such as hospital systems, health care
providers, state agencies and consumer groups.

Ohio Health Information Partnership CliniSync

HIE

The Ohio Health Information Partnership, a non-

profit, public/private partnership initially funded
with $14.8 million in federal HITECH funds un-
der the Office of the National Coordinator for HIT,
is the state-designated statewide health information
exchange founded by the Ohio State Medical Asso-
ciation, the Ohio Osteopathic Association,the Ohio
Hospital Association, BioOhio and the Ohio De-
partment of Insurance.

Federal funds paid for the creation of the tech-
nological infrastructure, powered by Medicity,
as well as discounted implementation fees for
hospitals in Ohio. The CliniSync Health Infor-
mation Exchange has 149 hospitals contracted
to join the network. CliniSync now has 122
hospitals “live” on the network with thousands
of physicians receiving results and reports di-
rectly from live hospitals or waiting to do so
when hospitals go live.

The CliniSync HIE continues to grow each day,
with more and more physicians connecting. In
2015, CliniSync enabled practices and other
authorized users to look up and find (query
and retrieve) a longitudinal Community Health
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Record on a patient that gives clinician a full
picture of a patients health, including recent
visits to various hospitals hospital, allergies,
tests and reports, care summaries and other
useful information. Patients in Ohio automati-
cally are enrolled in the CliniSync HIE unless
they wish to opt out.

Along with results and reports delivery and the Commu-
nity Health Record, CliniSync members will receive no-
tifications when a patient is discharged or admitted to the
hospital or Emergency Department in late 2016. The
CliniSync base has extended to 400 plus long-term and
post-acute care facilities, behavioral health facilities, and
even to social service agencies whose patients need the
resources of the community beyond medical care. The
nonprofit is now fiscally independent of any federal funds.
CliniSync's website is www.clinisync.org.

Pennsylvania eHealth Partnership Authority Taking
over the work of the PA eHealth Collaborative,
the Pennsylvania eHealth Partnership Authority
(PAeHealth) provides leadership and strategic
direction for public and private, federally funded
and state-funded investments in health information
technology initiatives, including health information
exchange capabilities and other related health
information technology efforts. The Authority s
direction has considered the stakeholder commu-
nity's needs and will complement commonwealth
agency operations. It also will ensure ongoing
interagency cooperation.

Utah Health Information Network The Utah Health
Information Network (UHIN) is a broad-based
coalition of Utah healthcare insurers, providers, and
other interested parties, including the Utah State
government. Since 1993, UHIN members have
come together for the common goal of reducing
healthcare costs and improving the quality of care
through the use of electronic data interchange (EDI)
for healthcare transactions. Exchanging information
electronically rather than by phone, fax or surface
mail means that data can get to those who need it
securely, economically and efficiently. UHIN cur-
rently serves nearly all the hospitals, ambulatory
surgery centers, national laboratories, insurers, and
approximately 90% of the medical providers in Utah
as well as the Utah State government. As a com-
munity organization the focus is on creating data
exchange solutions that work for the entire health-
care community, from large integrated networks to
single-provider offices. The Clinical Health Infor-
mation Exchange (cHIE) is a secure electronic way
for medical professionals to share and view patient
information that is needed at the point of care. The
cHIE makes this information accessible, with pa-
tient consent, to authorized users while maintaining
the highest standards of patient privacy.

2.3.3 See also

DICOM (Digital Imaging and Communications in
Medicine)

LOINC (Logical Observation Identifiers Names and
Codes)

Health informatics

Health Level 7 (HL7)

Integrating the Healthcare Enterprise (IHE)
Medical imaging

Regional Health Information Organization (RHIO)
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2.4 Hospital information system

A hospital information system (HIS) is an element of
health informatics that focuses mainly on the adminis-
trational needs of hospitals. In many implementations,
a HIS is a comprehensive, integrated information system
designed to manage all the aspects of a hospital's opera-
tion, such as medical, administrative, financial, and legal
issues and the corresponding processing of services.

2.4.1 Architecture

Hospital Information System architecture has three main
levels, Central Government Level, Territory Level, and
Patient Carrying Level. Generally all types of hospital
information system (HIS) are supported in client-server
architectures for networking and processing. Most work
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positions for HIS are currently resident types. Mobile
computing began with wheeled PC stands. Now tablet
computers and smartphone applications are used.

Enterprise HIS with Internet architectures have been suc-
cessfully deployed in Public Healthcare Territories and
have been widely adopted by further entities.”[1] The
Hospital Information System (HIS) is a province-wide
initiative designed to improve access to patient infor-
mation through a central electronic information system.
HIS s goal is to streamline patient information flow
and its accessibility for doctors and other health care
providers. These changes in service will improve patient
care quality and patient safety over time.

The patient carries system record patient information, pa-
tient laboratory test results, and patient’ s doctor infor-
mation. Doctors can access easily person information,
test results, and previous prescriptions. Patient schedule
organization and early warning systems can provide by
related systems.

Functional split

HIS has data warehousing as the main topic, hence a more
static model of information management. HIS is often
composed of one or several software components with
specialty-specific extensions, as well as of a large variety
of sub-systems in medical specialties from a multi-vendor
market. Specialized implementations name for example
Laboratory Information System (LIS), Policy and Pro-
cedure Management System,[2] Radiology Information
System (RIS) or Picture archiving and communication
system (PACS).

Architecture is based on a distributed approach and on
the utilization of standard software products complying
with the industrial and market standards must be utilized
(such as: UNIX operating systems, MS-Windows, local
area network based on Ethernet and TCP/IP protocols,
relational database management systems based on SQL
language or Oracle databases, C programming language).

Portable devices such as smartphones and table comput-
ers may be used at the bedside.

242 Aim

Hospital Information Systems provide a common source
of information about a patient” s health history. The sys-
tem have to keep data in secure place and controls who
can reach the data in certain circumstances. These sys-
tems enhance the ability of health care professionals to
coordinate care by providing a patient’ s health infor-
mation and visit history at the place and time that it is
needed. Patient’ s laboratory test information also visual
results such as X-ray may reachable from professionals.
HIS provide internal and external communication among
health care providers.
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The HIS may control organizations, which is Hospital
in these case, official documentations, financial situation
reports, personal data, utilities and stock amounts, also
keeps in secure place patients information, patients med-
ical history, prescriptions, operations and laboratory test
results.

The HIS may protect organizations, handwriting error,
overstock problems, conflict of scheduling personnel, of -
ficial documentation errors like tax preparations errors.

Systems administrator/database administrator
IT Administrators

The systems administrator-database administrator is re-
sponsible for systems administration to ensure the high
uptime of the system and for handling all database back-
up and restoration activities.

Application specialist and trainer

The hospital’ s application specialist together with the
software vendor is involved in all the activities required
for implementing the application software. Trainers train
and retrain new employees in the hospital.

Hardware/network engineers

Hardware/Network engineers are responsible for main-
taining the hardware and network systems in the hospital.
They undertake all troubleshooting activities that may be
required to keep the system online and patient data avail-
able to doctors and nurses.

2.4.3 Standardization

There is no standardization but for data formats and for
data interchange, as with the HL7 initiative supported by
ISO.

o Efficient and accurate administration of finance, diet
of patient, engineering, and distribution of medi-
cal aid. It helps to view a broad picture of hospital
growth

e Improved monitoring of drug usage, and study of
effectiveness. This leads to the reduction of adverse
drug interactions while promoting more appropriate
pharmaceutical utilization.

e Enhances information integrity, reduces transcrip-
tion errors, and reduces duplication of information
entries. [3]

e Hospital software is easy to use and eliminates error
caused by handwriting. New technology computer

systems give perfect performance to pull up infor-
mation from server or cloud servers.

2.4.4 See also

e Clinical documentation improvement

e Cloud computing

e DICOM

e Electronic health record (EHR)

e cMix

e European Institute for Health Records (EuroRec)
e Health care

e Health information management

e List of open source healthcare software
e Medical imaging

e Medical record

e Personal health record
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2.5 Computer physician order en-
try

Computerized Physician Order Entry (CPOE),
sometimes referred to as Computerized Provider
Order Entry or Computerized Provider Order
Management (CPOM), is a process of electronic entry
of medical practitioner instructions for the treatment of
patients (particularly hospitalized patients) under his or
her care. Basically this acronym is a tautology, as order
entry always requires some computerised facility.

The entered orders are communicated over a computer
network to the medical staff or to the departments
(pharmacy, laboratory, or radiology) responsible for ful-
filling the order. CPOE decreases delay in

e order distribution,

e resource allocation,
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2.5. COMPUTER PHYSICIAN ORDER ENTRY

e order completion,

and shall

reduce errors related to handwriting or transcription,

allow order entry at the point of care or off-site,

provide error-checking for duplicate or incorrect
doses or tests, and

simplify inventory and posting of charges.

CPOE is a form of patient management software.”[1]

2.5.1 Terminology related to order entry
Filler

The application responding to, i.e., performing, a request
for services (orders) or producing an observation. The
filler can also originate requests for services (new orders),
add additional services to existing orders, replace existing
orders, put an order on hold, discontinue an order, release
a held order, or cancel existing orders.

Order

A request for a service from one application to a second
application. In some cases an application is allowed to
place orders with itself.

Order detail segment

One of several segments that can carry order information.
Future ancillary specific segments may be defined in sub-
sequent releases of the Standard if they become neces-
sary.

Placer

The application or individual originating a request for ser-
vices (order).

Placer order group

A list of associated orders coming from a single location
regarding a single patient.

Order Set

A grouping of orders used to standardize and expedite the
ordering process for a common clinical scenario. (Typi-
cally, these orders are started, modified, and stopped by
a licensed physician.)
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Protocol

A grouping of orders used to standardize and automate
a clinical process on behalf of a physician. (Typically,
these orders are started, modified, and stopped by a nurse,
pharmacist, or other licensed health professional.)

2.5.2 Features of CPOE systems

Features of the ideal computerized physician order entry
system (CPOE) include:

Ordering Physician orders are standardized across the
organization, yet may be individualized for each
doctor or specialty by using order sets. Orders
are communicated to all departments and involved
caregivers, improving response time and avoiding
scheduling problems and conflict with existing or-
ders.

Patient-centered decision support The ordering pro-
cess includes a display of the patient's medical his-
tory and current results and evidence-based clinical
guidelines to support treatment decisions. Often
uses medical logic module and/or Arden syntax to
facilitate fully integrated Clinical Decision Support
Systems (CDSS).

Patient safety features The CPOE system allows real-
time patient identification, drug dose recommenda-
tions, adverse drug reaction reviews, and checks on
allergies and test or treatment conflicts. Physicians
and nurses can review orders immediately for con-
firmation.

Intuitive Human interface The order entry workflow
corresponds to familiar “paper-based” ordering to
allow efficient use by new or infrequent users.

Regulatory compliance and security Access is se-
cure, and a permanent record is created, with
electronic signature.

Portability The system accepts and manages orders for
all departments at the point-of-care, from any loca-
tion in the health system (physician's office, hospi-
tal or home) through a variety of devices, including
wireless PCs and tablet computers.

Management The system delivers statistical reports on-
line so that managers can analyze patient census and
make changes in staffing, replace inventory and audit
utilization and productivity throughout the organi-
zation. Data is collected for training, planning, and
root cause analysis for patient safety events.

Billing Documentation is improved by linking diag-
noses (ICD-9-CM or ICD-10-CM codes) to orders
at the time of order entry to support appropriate
charges.
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2.5.3 Patient safety benefits of CPOE

In the past, physicians have traditionally hand-written or
verbally communicated orders for patient care, which
are then transcribed by various individuals (such as unit
clerks, nurses, and ancillary staff) before being carried
out. Handwritten reports or notes, manual order entry,
non-standard abbreviations and poor legibility lead to er-
rors and injuries to patients, .”[2] A follow up IOM report
in 2001 advised use of electronic medication ordering,
with computer- and internet-based information systems
to support clinical decisions.”[3] Prescribing errors are
the largest identified source of preventable hospital med-
ical error. A 2006 report by the Institute of Medicine
estimated that a hospitalized patient is exposed to a med-
ication error each day of his or her stay.”[4] While further
studies have estimated that CPOE implementation at all
nonrural hospitals in the United States could prevent over
500,000 serious medication errors each year.*[S] Stud-
ies of computerized physician order entry (CPOE) has
yielded evidence that suggests the medication error rate
can be reduced by 80%, and errors that have potential
for serious harm or death for patients can be reduced
by 55%,"[6] and other studies have also suggested ben-
efits.”[7] Further, in 2005, CMS and CDC released a
report that showed only 41 percent of prophylactic an-
tibacterials were correctly stopped within 24 hours of
completed surgery. The researchers conducted an anal-
ysis over an eight-month period, implementing a CPOE
system designed to stop the administration of prophy-
lactic antibacterials. Results showed CPOE significantly
improved timely discontinuation of antibacterials from
38.8 percent of surgeries to 55.7 percent in the interven-
tion hospital.”[8] CPOE/e-Prescribing systems can pro-
vide automatic dosing alerts (for example, letting the user
know that the dose is too high and thus dangerous) and
interaction checking (for example, telling the user that 2
medicines ordered taken together can cause health prob-
lems). In this way, specialists in pharmacy informatics
work with the medical and nursing staffs at hospitals to
improve the safety and effectiveness of medication use
by utilizing CPOE systems.

2.5.4 Risks of CPOE

CPOE presents several possible dangers by introducing
new types of errors.”[9]°[10] Prescriber and staff inexpe-
rience may cause slower entry of orders at first, use more
staff time, and is slower than person-to-person commu-
nication in an emergency situation. Physician to nurse
communication can worsen if each group works alone at
their workstations. Automation causes a false sense of se-
curity, a misconception that when technology suggests a
course of action, errors are avoided. These factors con-
tributed to an increased mortality rate in the Children's
Hospital of Pittsburgh's Pediatric ICU when a CPOE sys-
tems was introduced.”[11] In other settings, shortcut or

default selections can override non-standard medication
regimens for elderly or underweight patients, resulting in
toxic doses. Frequent alerts and warnings can interrupt
work flow, causing these messages to be ignored or over-
ridden due to alert fatigue. CPOE and automated drug
dispensing was identified as a cause of error by 84% of
over 500 health care facilities participating in a surveil-
lance system by the United States Pharmacopoeia.”[12]
Introducing CPOE to a complex medical environment
requires ongoing changes in design to cope with unique
patients and care settings, close supervision of overrides
caused by automatic systems, and training, testing and re-
training all users.

2.5.5 Implementation

CPOE systems can take years to install and configure.
Despite ample evidence of the potential to reduce medi-
cation errors, adoption of this technology by doctors and
hospitals in the United States has been slowed by resis-
tance to changes in physician's practice patterns, costs and
training time involved, and concern with interoperabil-
ity and compliance with future national standards."[13]
According to a study by RAND Health, the US health-
care system could save more than 81 billion dollars an-
nually, reduce adverse medical events and improve the
quality of care if it were to widely adopt CPOE and other
health information technology.”[14] As more hospitals
become aware of the financial benefits of CPOE, and
more physicians with a familiarity with computers enter
practice, increased use of CPOE is predicted. Several
high profile failures of CPOE implementation have oc-
curred,“[15] so a major effort must be focused on change
management, including restructuring workflows, dealing
with physicians' resistance to change, and creating a col-
laborative environment.

An early success with CPOE by the United States De-
partment of Veterans Affairs (VA) is the Veterans Health
Information Systems and Technology Architecture or
VistA. A graphical user interface known as the Com-
puterized Patient Record System (CPRS) allows health
care providers to review and update a patient” s record at
any computer in the VA's over 1,000 healthcare facilities.
CPRS includes the ability to place orders by CPOE, in-
cluding medications, special procedures, x-rays, patient
care nursing orders, diets and laboratory tests.

The world's first successful implementation of a CPOE
system was at El Camino Hospital in Mountain View,
California in the early 1970s. The Medical Informa-
tion System (MIS) was originally developed by a software
and hardware team at Lockheed in Sunnyvale, California,
which became the TMIS group at Technicon Instruments
Corporation. The MIS system used a light pen to allow
physicians and nurses to quickly point and click items to
be ordered.

As of 2005, one of the largest projects for a national EHR
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is by the National Health Service (NHS) in the United
Kingdom. The goal of the NHS is to have 60,000,000
patients with a centralized electronic health record by
2010. The plan involves a gradual roll-out commencing
May 2006, providing general practices in England access
to the National Programme for IT (NPfIT). The NHS
component, known as the “Connecting for Health Pro-
gramme’ ,"[16] includes office-based CPOE for medica-
tion prescribing and test ordering and retrieval, although
some concerns have been raised about patient safety fea-
tures. [17]

In 2008, the Massachusetts Technology Collaborative
and the New England Healthcare Institute (NEHI) pub-
lished research showing that 1 in 10 patients admitted
to a Massachusetts community hospital suffered a pre-
ventable medication error. The study argued that Mas-
sachusetts hospitals could prevent 55,000 adverse drug
events per year and save $170 million annually if they
fully implemented CPOE. The findings prompted the
Commonwealth of Massachusetts to enact legislation re-
quiring all hospitals to implement CPOE by 2012 as a
condition of licensure. [18]*[19]

In addition, the study’k [20] also concludes that it would
cost approximately $2.1 million to implement a CPOE
system, and a cost of $435,000 to maintain it in the state
of Massachusetts while it saves annually about $2.7 mil-
lion per hospital. The hospitals will still see payback
within 26 months through reducing hospitalizations gen-
erated by error. Despite the advantages and cost savings,
the CPOE is still not well adapted by many hospitals in
the US.

The Leapfrog’ s 2008 Survey”[21] showed that most hos-
pitals are still not complying with having a fully imple-
mented, effective CPOE system. The CPOE requirement
became more challenging to meet in 2008 because the
Leapfrog introduced a new requirement: Hospitals must
test their CPOE systems with Leapfrog’ s CPOE Evalu-
ation Tool. So the number of hospitals in the survey con-
sidered to be fully meeting the standard dropped to 7% in
2008 from 11% the previous year. Though the adoption
rate seems very low in 2008, it is still an improvement
from 2002 when only 2% of hospitals met this Leapfrog
standard.

2.5.6 See also
e Electronic prescribing
e Continuity of Care Record

Electronic health record

Electronic medical record

Health informatics

Pharmacy informatics
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e VistA - Veterans Health Information Systems and
Technology Architecture

2.5.7 External links

e Certification Commission for Healthcare Informa-
tion Technology (CCHIT)

¢ AHRQ National Resource Center for Health IT

e Nationwide Electronic Requisition Network™
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2.6 ICU quality and management
tools

The intensive care unit (ICU) is one of the major com-
ponents of the current health care system. The advances
in supportive care and monitoring resulted in significant
improvements in the care of surgical and clinical patients.
Nowadays aggressive surgical therapies as well as trans-
plantation are made safer by the monitoring in a closed
environment, the surgical ICU, in the post-operative pe-
riod. Moreover, the care and full recovery of many
severely ill clinical patients as those with life-threatening
infections occurs as a result of medical intensive care unit.

However, despite many significant advances in various
fields as mechanical ventilation, renal replacement ther-
apy, antimicrobial therapy and hemodynamic monitoring

this increased knowledge and the wise use of such tech-
nology is not available for all patients. Shortage of ICU
beds are an important issue, however even when ICU beds
are available significant variability in treatment and in the
adherence to evidence-based interventions do not occur.

2.6.1 Tools for ICU quality monitoring

Several measures of ICU performance have been pro-
posed in the past 30 years. It is intuitive, and correct,
to assume that ICU mortality may be a useful marker
of quality. However, crude mortality rates does not take
into consideration the singular aspects of each specific pa-
tient population that is treated in a certain geographic re-
gion, hospital or ICU. Therefore approaches looking for
standardized mortality ratios that are adjusted for dis-
ease severity, comorbidities and other clinical aspects
are often sought. Severity of illness is usually evaluated
by scoring systems that integrates clinical, physiologic
and demographic variables. Scoring systems are interest-
ing tools to describe ICU populations and explain their
different outcomes. The most frequently used are the
APACHE II, SAPS II and MPM. The APACHE II, for
example, provides an estimate of ICU mortality based on
a number of laboratory values and patient signs taking
both acute and chronic disease into account. The data
used should be from the initial 24 hours in the ICU, and
the worst value (furtherest from baseline/normal) should
be used. The APACHE II can also define “chronic organ
insufficiency” - including liver, cardiovascular, respira-
tory and renal- as well as defining when a patient is im-
munocompromised. However, newer scores as APACHE
IV and SAPS III have been recently introduced in clini-
cal practice. More than only using scoring systems, one
should search for a high rate of adherence to clinically
effective interventions. Adherence to interventions as
deep venous thrombosis prophylaxis, reduction of ICU-
acquired infections, adequate sedation regimens and de-
creasing and reporting serious adverse events are essential
and have been accepted as benchmarking of quality.

The complex task of collecting and analyzing data on
performance measures are made easier when clinical in-
formation systems are available. Although several clin-
ical information systems focus on important aspects as
computerized physician order entry systems and individ-
ual patient tracking information, few have attempted to
gather clinical information generating full reports that
provide a panorama of the ICU performance and de-
tailed data on several domains as mortality, length of stay,
severity of illness, clinical scores, nosocomial infections,
adverse events and adherence to good clinical practice.
Through implementing quality initiatives, increasing the
quality of care and patient safety are major and feasible
goals. Such systems (for example: Epimed Monitor) are
available for clinical use and may facilitate the process
of care on a daily basis and provide data for an in-depth
analysis of ICU performance.
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2.6.2 See Also

e APACHEII
o SAPSIII

e Intensive care unit
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2.6.4 External Links
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2.7 Laboratory information system

This article is about the laboratory software system. For
other uses of “LIMS” , see LIMS (disambiguation).
A laboratory information management system
(LIMS), sometimes referred to as a laboratory in-
formation system (LIS) or laboratory management
system (LMS), is a software-based laboratory and

Laboratories around the world depend on a LIMS to manage
data, assign rights, manage inventory, and more.

information management system with features that sup-
port a modern laboratory's operations. Key features in-
clude —but are not limited to —workflow and data track-
ing support, flexible architecture, and data exchange in-
terfaces, which fully “support its use in regulated envi-
ronments.” “[1] The features and uses of a LIMS have
evolved over the years from simple sample tracking to an
enterprise resource planning tool that manages multiple
aspects of laboratory informatics. [2]

The definition of a LIMS is somewhat controversial:
LIMSs are dynamic because the laboratory's require-
ments are rapidly evolving and different labs often have
different needs. Therefore, a working definition of a
LIMS ultimately depends on the interpretation by the in-
dividuals or groups involved.”[1] Dr. Alan McLelland of
the Institute of Biochemistry, Royal Infirmary, Glasgow
highlighted this problem in the late 1990s by explaining
how a LIMS is perceived by an analyst, a laboratory man-
ager, an information systems manager, and an accountant,
“all of them correct, but each of them limited by the users'
own perceptions.” *[3]

Historically the LIMS, LIS, and process development ex-
ecution system (PDES) have all performed similar func-
tions. The term “LIMS" has tended to refer to informatics
systems targeted for environmental, research, or com-
mercial analysis such as pharmaceutical or petrochemical
work. “LIS” has tended to refer to laboratory informat-
ics systems in the forensics and clinical markets, which
often required special case management tools. “PDES”
has generally applied to a wider scope, including, for ex-
ample, virtual manufacturing techniques, while not nec-
essarily integrating with laboratory equipment.

In recent times LIMS functionality has spread even far-
ther beyond its original purpose of sample management.
Assay data management, data mining, data analysis, and
electronic laboratory notebook (ELN) integration have
been added to many LIMS, [4] enabling the realiza-
tion of translational medicine completely within a single
software solution. Additionally, the distinction between
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LIMS and LIS has blurred, as many LIMS now also fully
support comprehensive case-centric clinical data.”[4]

2.7.1 History

Up until the late 1970s, the management of laboratory
samples and the associated analysis and reporting were
time-consuming manual processes often riddled with
transcription errors. This gave some organizations im-
petus to streamline the collection of data and how it was
reported. Custom in-house solutions were developed by
a few individual laboratories, while some enterprising en-
tities at the same time sought to develop a more commer-
cial reporting solution in the form of special instrument-
based systems.[5]

In 1982 the first generation of LIMS was introduced in
the form of a single centralized minicomputer, which
offered laboratories the first opportunity to utilize au-
tomated reporting tools. As the interest in these early
LIMS grew, industry leaders like Gerst Gibbon of the
Federal Energy Technology Center in Pittsburgh began
planting the seeds through LIMS-related conferences.
By 1988 the second-generation commercial offerings
were tapping into relational databases to expand LIMS
into more application-specific territory, and International
LIMS Conferences were in full swing. As personal com-
puters became more powerful and prominent, a third gen-
eration of LIMS emerged in the early 1990s. These new
LIMS took advantage of client/server architecture, allow-
ing laboratories to implement better data processing and
exchanges. I5]

By 1995 the client/server tools had developed to the point
of allowing processing of data anywhere on the network.
Web-enabled LIMS were introduced the following year,
enabling researchers to extend operations outside the con-
fines of the laboratory. From 1996 to 2002 additional
functionality was included in LIMS, from wireless net-
working capabilities and georeferencing of samples, to
the adoption of XML standards and the development of
Internet purchasing.”[5]

As of 2012, some LIMS have added additional charac-
teristics that continue to shape how a LIMS is defined.
Additions include clinical functionality, electronic labo-
ratory notebook (ELN) functionality, as well a rise in the
software as a service (SaaS) distribution model.”[4]"[6]

2.7.2 Technology
Operations

The LIMS is an evolving concept, with new features and
functionality being added often. As laboratory demands
change and technological progress continues, the func-
tions of a LIMS will likely also change. Despite these
changes, a LIMS tends to have a base set of function-

ality that defines it. That functionality can roughly be
divided into five laboratory processing phases, with nu-
merous software functions falling under each:*[7] (1) the
reception and log in of a sample and its associated cus-
tomer data, (2) the assignment, scheduling, and track-
ing of the sample and the associated analytical workload,
(3)the processing and quality control associated with the
sample and the utilized equipment and inventory, (4) the
storage of data associated with the sample analysis, (5)
the inspection, approval, and compilation of the sample
data for reporting and/or further analysis

There are several pieces of core functionality associated
with these laboratory processing phases that tend to ap-
pear in most LIMS:

A lab worker matches blood samples to documents. With a LIMS,
this sort of sample management is made more efficient.

Sample management The core function of LIMS has
traditionally been the management of samples.”[5] This
typically is initiated when a sample is received in the lab-
oratory, at which point the sample will be registered in
the LIMS. Some LIMS will allow the customer to place
an “order” for a sample directly to the LIMS at which
point the sample is generated in an “unreceived” state.
The processing could then include a step where the sam-
ple container is registered and sent to the customer for
the sample to be taken and then returned to the lab. The
registration process may involve accessioning the sample
and producing barcodes to affix to the sample container.
Various other parameters such as clinical or phenotypic
information corresponding with the sample are also often
recorded. The LIMS then tracks chain of custody as well
as sample location. Location tracking usually involves as-
signing the sample to a particular freezer location, often
down to the granular level of shelf, rack, box, row, and
column. Other event tracking such as freeze and thaw
cycles that a sample undergoes in the laboratory may be
required.

Modern LIMS have implemented extensive configura-
bility, as each laboratory's needs for tracking additional
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data points can vary widely. LIMS vendors cannot typ-
ically make assumptions about what these data tracking
needs are, and therefore vendors must create LIMS that
are adaptable to individual environments. LIMS users
may also have regulatory concerns to comply with such as
CLIA, HIPAA, GLP, and FDA specifications, affecting
certain aspects of sample management in a LIMS solu-
tion.”[8] One key to compliance with many of these stan-
dards is audit logging of all changes to LIMS data, and in
some cases a full electronic signature system is required
for rigorous tracking of field-level changes to LIMS data.

Instrument and application integration Modern
LIMS offer an increasing amount of integration with lab-
oratory instruments and applications. A LIMS may cre-
ate control files that are “fed” into the instrument and
direct its operation on some physical item such as a sam-
ple tube or sample plate. The LIMS may then import
instrument results files to extract data for quality control
assessment of the operation on the sample. Access to
the instrument data can sometimes be regulated based on
chain of custody assignments or other security features if
need be.

Modern LIMS products now also allow for the import
and management of raw assay data results.”[9] Modern
targeted assays such as qPCR and deep sequencing can
produce tens of thousands of data points per sample. Fur-
thermore, in the case of drug and diagnostic development
as many as 12 or more assays may be run for each sam-
ple. In order to track this data, a LIMS solution needs to
be adaptable to many different assay formats at both the
data layer and import creation layer, while maintaining a
high level of overall performance. Some LIMS products
address this by simply attaching assay data as BLOBs to
samples, but this limits the utility of that data in data min-
ing and downstream analysis.

Electronic data exchange The exponentially growing
volume of data created in laboratories, coupled with in-
creased business demands and focus on profitability, have
pushed LIMS vendors to increase attention to how their
LIMS handles electronic data exchanges. Attention must
be paid to how an instrument's input and output data is
managed, how remote sample collection data is imported
and exported, and how mobile technology integrates with
the LIMS. The successful transfer of data files in spread-
sheet and other formats, as well as the import and export
of data to MySQL, PostgreSQL, and other databases is
a pivotal aspect of the modern LIMS."[4] In fact, the
transition “from proprietary databases to standardized
database management systems such as MySQL" has ar-
guably had one of the biggest impacts on how data is
managed and exchanged in laboratories.”[10] In addition
to mobile and database electronic data exchange, many
LIMS support real-time data exchange with Electronic
Health Records used in core hospital or clinic opera-
tions.* [11]
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Additional functions Aside from the key functions of
sample management, instrument and application integra-
tion, and electronic data exchange, there are numerous
additional operations that can be managed in a LIMS.
This includes but is not limited to:"[2]*[4]"[12]

audit management fully track and maintain an audit
trail

barcode handling assign one or more data points to a
barcode format; read and extract information from
a barcode

chain of custody assign roles and groups that dictate ac-
cess to specific data records and who is managing
them

compliance follow regulatory standards that affect the
laboratory

customer relationship management handle the demo-
graphic information and communications for asso-
ciated clients

document management process and convert data to
certain formats; manage how documents are dis-
tributed and accessed

instrument calibration and maintenance schedule
important maintenance and calibration of lab
instruments and keep detailed records of such
activities

inventory and equipment management measure and
record inventories of vital supplies and laboratory
equipment

manual and electronic data entry provide fast and re-
liable interfaces for data to be entered by a human
or electronic component

method management provide one location for all labo-
ratory process and procedure (P&P) and methodol-
ogy to be housed and managed as well as connecting
each sample handling step with current instructions
for performing the operation

personnel and workload management organize work
schedules, workload assignments, employee demo-
graphic information, training, and financial informa-
tion

quality assurance and control gauge and control sam-
ple quality, data entry standards, and workflow

reports create and schedule reports in a specific format;
schedule and distribute reports to designated parties

time tracking calculate and maintain processing and
handling times on chemical reactions, workflows,
and more
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traceability show audit trail and/or chain of custody of
a sample

workflows track a sample, a batch of samples, or a “lot”
of batches through its lifecycle

Client-side options

A LIMS has utilized many architectures and distribution
models over the years. As technology has changed, how a
LIMS is installed, managed, and utilized has also changed
with it. The following represents architectures which have
been utilized at one point or another.

Thick-client A thick-client LIMS is a more traditional
client/server architecture, with some of the system resid-
ing on the computer or workstation of the user (the client)
and the rest on the server. The LIMS software is installed
on the client computer, which does all of the data process-
ing. Later it passes information to the server, which has
the primary purpose of data storage. Most changes, up-
grades, and other modifications will happen on the client
side.

This was one of the first architectures implemented into
a LIMS, having the advantage of providing higher pro-
cessing speeds (because processing is done on the client
and not the server). Additionally, thick-client systems
have also provided more interactivity and customization,
though often at a greater learning curve. The disad-
vantages of client-side LIMS include the need for more
robust client computers and more time-consuming up-
grades, as well as a lack of base functionality through a
web browser. The thick-client LIMS can become web-
enabled through an add-on component.”[13]

Although there is a claim of improved security through
the use of a thick-client LIMS,*[13] this is based on the
misconception that “only users with the client appli-
cation installed on their PC can access server side in-
formation” . This secrecy-of-design reliance is known
as security through obscurity and ignores an adversary's
ability to mimic client-server interaction through, for ex-
ample, reverse engineering, network traffic interception,
or simply purchasing a thick-client license. Such a view
is in contradiction of the “Open Design” principle of the
National Institute of Standards and Technology's Guide to
General Server Security which states that “system security
should not depend on the secrecy of the implementation
or its components” ,[14] which can be considered as a
reiteration of Kerckhoffs's principle.

Thin-client A thin-client LIMS is a more modern ar-
chitecture which offers full application functionality ac-
cessed through a device's web browser. The actual LIMS
software resides on a server (host) which feeds and pro-
cesses information without saving it to the user's hard

disk. Any necessary changes, upgrades, and other modi-
fications are handled by the entity hosting the server-side
LIMS software, meaning all end-users see all changes
made. To this end, a true thin-client LIMS will leave no
“footprint” on the client's computer, and only the integrity
of the web browser need be maintained by the user. The
advantages of this system include significantly lower cost
of ownership and fewer network and client-side mainte-
nance expenses. However, this architecture has the dis-
advantage of requiring real-time server access, a need for
increased network throughput, and slightly less function-
ality. A sort of hybrid architecture that incorporates the
features of thin-client browser usage with a thick client
installation exists in the form of a web-based LIMS.

Some LIMS vendors are beginning to rent hosted, thin-
client solutions as "software as a service" (SaaS). These
solutions tend to be less configurable than on-premises
solutions and are therefore considered for less demanding
implementations such as laboratories with few users and
limited sample processing volumes.

Another implementation of the thin client architecture is
the maintenance, warranty, and support (MSW) agree-
ment. Pricing levels are typically based on a percentage
of the license fee, with a standard level of service for 10
concurrent users being approximately 10 hours of sup-
port and additional customer service, at a roughly $200
per hour rate.”[4] Though some may choose to opt out
of an MSW after the first year, it's often more economi-
cal to continue the plan in order to receive updates to the
LIMS, giving it a longer life span in the laboratory.

Web-enabled A web-enabled LIMS architecture is es-
sentially a thick-client architecture with an added web
browser component. In this setup, the client-side soft-
ware has additional functionality that allows users to in-
terface with the software through their device's browser.
This functionality is typically limited only to certain func-
tions of the web client. The primary advantage of a web-
enabled LIMS is the end-user can access data both on the
client side and the server side of the configuration. Asina
thick-client architecture, updates in the software must be
propagated to every client machine. However, the added
disadvantages of requiring always-on access to the host
server and the need for cross-platform functionality mean
that additional overhead costs may arise.

Web-based A web-based LIMS architecture is a hy-
brid of the thick- and thin-client architectures. While
much of the client-side work is done through a web
browser, the LIMS may also require the support of desk-
top software installed on the client device. The end re-
sult is a process that is apparent to the end-user through
a web browser, but perhaps not so apparent as it runs
thick-client-like processing in the background. In this
case, web-based architecture has the advantage of pro-
viding more functionality through a more friendly web
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interface. The disadvantages of this setup are more sunk
costs in system administration and reduced functionality
on mobile platforms.

The disadvantage of a thick client is in the installation
and update phases of the applications. Users who want
the security, high speed and functionality of a thick client
may use Microsoft ClickOnce Technology. This enables
the user to install and run a Windows-based smart client
application by clicking a link in a web page. The software
does not to be installed at each user workstation one by
one. ClickOnce applications can be self-updating; they
can check for newer versions as they become available
and automatically replace any updated files.

Configurability

LIMS implementations are notorious for often being
lengthy and costly.”[15] This is due in part to the diversity
of requirements within each lab, but also to the inflexi-
ble nature of LIMS products for adapting to these widely
varying requirements. Newer LIMS solutions are begin-
ning to emerge that take advantage of modern techniques
in software design that are inherently more configurable
and adaptable —particularly at the data layer —than prior
solutions. This means not only that implementations are
much faster, but also that the costs are lower and the risk
of obsolescence is minimized.

2.7.3 Distinction between a LIMS and a
LIS

Until recently, the LIMS and laboratory information sys-
tem (LIS) have exhibited a few key differences, making
them noticeably separate entities.

A LIMS traditionally has been designed to process and re-
port data related to batches of samples from biology labs,
water treatment facilities, drug trials, and other entities
that handle complex batches of data. A LIS has been de-
signed primarily for processing and reporting data related
to individual patients in a clinical setting.* [16]°[17]

A LIMS may need to satisfy good manufacturing prac-
tice (GMP) and meet the reporting and audit needs of the
regulatory bodies and research scientists in many differ-
ent industries. A LIS, however, must satisfy the report-
ing and auditing needs of health service agencies e.g. the
hospital accreditation agency, HIPAA in the US, or other
clinical medical practitioners.”[16]

A LIMS is most competitive in group-centric settings
(dealing with “batches” and “samples” ) that often
deal with mostly anonymous research-specific laboratory
data, whereas a LIS is usually most competitive in patient-
centric settings (dealing with “subjects” and “specimens”
) and clinical labs.
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2.7.4 Standards

A LIMS covers standards such as 21 CFR Part 11
from the Food and Drug Administration (United States),
ISO/IEC 17025, ISO 15189, good laboratory practice,
and Good Automated Manufacturing Practice (GAMP)

2.7.5 See also

e List of LIMS software packages
e Virtual research environment

e Laboratory informatics

e Electronic lab notebook

e Title 21 CFR Part 11

e Data management

e Scientific management

e Process development execution system

2.7.6 Further reading

e Gibbon, G.A. (1996). “A brief history of LIMS”
(PDF). Laboratory Automation and Information
Management 32 (1): 1-5. doi:10.1016/1381-
141X(95)00024-K.

e Wood, Simon (September 2007). “Comprehensive
Laboratory Informatics: A Multilayer Approach”
(PDF). American Laboratory. p. 1. Archived from
the original (PDF) on February 10, 2015.

e Jones, John (2012). “The LIMS Book & Buyer's
Guide” . Laboratory Informatics Institute,Inc.
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